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Mo dau

MO DAU

“Bai tap mang may tinh va quan tri mang” duoc bién soan danh cho sinh vién hé
cao dang k¥ thuét tai Truong Cao Pang Ky Thuat Ly Ty Trong. Day la tai liéu kém theo
“Gi4o trinh mang mdy tinh va quan tri mang”, nham cung cb kién thirc nén tang, tao k¥
nang thuc hanh cho sinh vién. Céc cau hoi va bai tip duogc thiét ké phu hop voi chuong
trinh dao tao va moéi trudng thue hanh tai Truong Cao Déng Ky Thuat Ly Tu Trong. Noi
dung cia tai lidu 14 su két hop gitra ly thuyet va thuc tién. Cac bai tap la cac kién thirc va
k¥ nang co ban ma sinh vién can phai co de hoc cac mén hoc tiép theo va dat chuan dau
ra. Ngoai phan mé dau va két luan tai liéu gém 2 phan chinh.

Phan 1 — Bai tap mang may tinh

Bao gdm hé thong bai tip nham ciing cb kién thirc va cac bai tap thuc hanh tir co
ban nhu: tao may 4o, cau hinh IP... dén nang cao nhu thiét lap mot hé thong mang. Céc
bai thuc hanh dugc thuc hién trén may that hay cac phan mém gia 1ap phu hop véi hé
théng cac phong thuc hanh tai truong.

Phan 2 — Bai tdp quan tri mang

Bao gém cac bai tdp quan tri hai mo hinh tng dung mang trén thi trudng hién nay,
mo hinh mang ngang hang (Workgroup) va md hinh khéach chu (Client/Server). Cac bai
tap duoc chon loc va trinh bay mdt cach xuyén suot theo qua trinh quén tri mang.

Noi dung tai liéu duge trinh bay xuyén sudt tir co ban dén nang cao. Ngudi hoc nén
doc tr dau dén cuodi dong thoi két hop voi gido trinh dé€ hiéu bai hoc va tao cho minh ky
nang, k¥ xdo can thiét.

Tai lidu dugc viét 1an dau tién nén khong thé tranh khoi nhimng thiéu sét, rit mong
su dong gop tir ban doc dé tai liéu hoan thién hon. Tac gia chin thanh cam on dong
nghiép, doanh nghiép va céc sinh vién da tham gia dong gop ¥ kién trong qua trinh bién
soan tai liéu. Pac biét cam on Ban Giam Hiéu va Phong NCKH da quan tam gilp do tac
gia hoan thanh tai li€u nay.
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STT | VIET TIENG ANH GIAI THICH Y NGHIA
TAT
1 |ACL Access Control List Danh sach diéu khién truy cép
2 AD Active Directory Co s dir liéu trong mo hinh
domain
3 Bps Bits per second Bit trén giay
4 |DC Domain Controler May cha quan 1y mién
5 | DHCP Dynamic Host Configuration | Giao thirc cdp dia chi IP dong
Protocol
6 Gbps Gigabits per second Giga bit trén giay
7 ICMP Internet Control Message Giao thuc kiém tra mang
Protocol
8 IP Internet Protocol Giao thirc mang Internet
9 |ISO International Organization T6 chtrc tidu chuan hoa qudc té
for Standardization
10 | ISPs Internet Service Providers Nha cung cap dich vu Internet
11 | Kbps Kilobits per second Kilobit trén giay
12 LAN Local Area Network Mang cuc bd
13 | MAC Media Access Control L6p diéu khién truy cap duong
truyén
14 | Mbps Megabits per second Megabit trén gidy
15 | NAT Network Address K¥ thuat chuyén doi dia chi
Translation
16 | NIC Network Interface Card Card giao tiép mang
17 NTFS NT File System Pinh dang hé thong file cta
Microsoft
18 | 0OS Operation System Hé diéu hanh
19 |ouU Organization Unit Pon vi to chiic trong Active
Directory
20 |PC Personal Computer May tinh c& nhan
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21 | PCI Peripheral Component Khe giao tiép thiét bi ngoai vi
Interconnect
22 | PDU Protocol Data Unit Don vi dir liéu giao tiép
23 | SID Security Identifyer Chi danh bao mét (cho mdi ddi
tuong)
24 | SSID Service Set Identifier Tén ctia mot diém két ndi khong
day
25 | TCP Transmission Control Giao thuc truyén tin cay
Protocol
26 | UDP User Datagram Protocol Giao thirc truyén khong tin cay
27 | UNC Universal Naming Puong dan truy cap tai nguyén
Convention mang LAN
28 | URL Uniform Resource Locator DPuodng dan truy cap tai nguyén
trén Internet
29 | VNPT VNPT Tap doan buu chinh vién thong
Viét Nam
30 | WAN Wide Area Network Mang dién rong
31 | Win7 Windows 7 H¢ diéu hanh Windows 7
32 | Win2K3 | Windows Server 2003 Hé diéu hanh Windows Server
2003
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CHUONG 1 - TONG QUAN VE MANG MAY TiNH

** Muc tiéu chwong 1

Sau khi hoc xong sinh vién:

— Keét noi dugc cac so d6 mang may tinh co ban.

—  Cai dat, cAu hinh duoc cac thiét bi mang co ban.

—  Bao tri duoc céc thiét bi mang co ban.

—  Sir dung duoc cac cong cu hd trg mang.

Bai 1.1. Két noi mang bing Cisco Packet Tracer

Pé két néi mot mang may tinh, dau tién phai hiéu chirc ning co ban cua thiét bi
(Devices), cong (Ports) va cap ket n01 (Connections). Pong thoi phai tuan tha cac quy
udc vé ky hiéu, ky phap. Va mot yéu té nira 1a sap xép cac thiét bi hop 1y va sat thuc té.

Viéc thyc hién két ndi mang trén cac phan mém gia 1ap mang gitp cho viéc kiém
tra, phan tich va khic phuc mang rat hidu qua va 1a cong viéc thudng xuyén cia quan tri
vién. Cac k¥ thuat ao hoa dang duoc ap dung rong rii trong thuc té, doi hoi ngudi hoc
phai str dung thanh thao cac cong cu hd trg ndy.

1.1.1. Yéu cau

— Str dung Cisco Packet Tracer v& md hinh mang sau (Hinh 1.1)
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Tablet

\\\.\\\\\

W
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Hinh 1. 1 — Két néi mang bang Cisco Packet Tracer
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1.1.2. Diéu kién thuwc hi¢n
— DPoc trudc tai liéu huéng dan sir dung Cisco Packet Tracer.
— Nim viing Iy thuyét vé cac thiét bi va cAc m6 hinh mang mady tinh.

1.1.3. Huéng din thwc hién

L 3 Cisco Packet Tracer - O

File Edit Options View Tools Extensions Help

- u'E’I =0 n‘le »~ /‘ll___

Logical [Root] MNew Cluster Move Cbject Set Tiled Background Viewport
[T -~
C& Chon thit bi (ESC bé chon) ‘ %

Di chuy@n khung hinh

Ghi chu B

X6a x

— Ki&m tra thiét bi (k
()

2620XM Kich thiedc hinh dnh

Routerl e '&

Chan thiét bi (kéo tha) E
Chon loai thiét bi

< E— . Jo
Time:/O/0:01:57 I Fower Cycle DEvice# Fast Forward Time Realtime
/ - - e e T AT 2 Fire Last Status Source Destination Type
doum= mkm o m s | 9
) e i e e
g L} s L — < i Toggle PDU List Window
2620XM <

Hinh 1. 2 — Cisco Packet Tracer
1. Mé Cisco Packet Tracer (Hinh 1.2) — Chon dung cac thiét bi, cap ndi va vé
dang vi tri (Hinh 1.1).

= £8

Fle Edit Options View Tools Extensions Help

e A S Gl

L.
Logical [Root] New Cluster viove Ohjec! Set Tiled Background Viewport
—

A Jas

O]

!

& Palette Dialog x

® aQ
7/ 0O | @
® Noril O Fill Color - @DS@

7 » [©
Time: 00:28:10 | Power Cycle Devices Fast Forward Time Rea'ﬁme
—

- - | (2 - — - Fire Last Status Source
S & W 0 = GGG i) [Scenario 0 v

deoF® | ’
Router-PT-Empty

Hinh 1. 3 — Vé hinh anh trong Cisco Packet Tracer
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2. Dé v& cac hinh anh (Hinh 1.3), dau tién nhin nGt <Select> — Chon menu
<Tools> — Chon menu <Drawing Palette...> — Trong hop thoai <Palette
Dialog>, nhan nat <Select> d¢ t6 mau — Chon hinh anh can vé — V& lén vung
lam viéc.

1.1.4. Sw cé thuong gip
— Chon thiét bj khong ding dan dén khong c6 cong két ndi.
— Chon cap két ndi khong dung dan dén két ni thiét bi khong dugc.

Bai 1.2. Tao va gin két file ISO

Dir liéu luu trén 6 dia quang (CD/ DVD) thong thuong dugc dinh dang bang tiéu
chuan ISO 9660. Tan dung kha ning luu trir ctia cac 6 dia cing c6 dung luong 10,
UltralSO cho phép tao ra cac file anh cua dia quang (goi la file ISO). File ISO luu gitr
nguyén ven dit liéu dia quang (ké ca thong tin khoi dong). Co thé gan két file ISO vao
mot O dia quang 4o va ghi ra dia quang tir file ISO.

1.2.1. Yéu cau

— Su dung U’ItraI’SO tao file ISO tlr source Windows Server 2003 véi tén la
W2K3.1s0. Gan két file W2K3.1s0 vao 6 dia quang 4o.

1.2.2. Diéu kién thuc hi¢n
— Poc trudc tai liéu hudng dan sir dung UltraISO.
— Co source Windows Server 2003.

1.2.3. Huwéng din thwe hi¢n
1. M¢ UltralSO (Hinh 1.4) — M¢ source Windows Server 2003 trong <Local> (1)
— Chép toan bd source tir (2) 1én (3) (day la ndi dung file 1SO).

2. Nhan nat <Mount to Virtual Drive> — Trong hop thoai <Prompt>, nhin nt
<Yes> dé luu lai — Trong hop thoai <ISO File Save As>, nhap W2K3 vao <File
name> — Chon loai file can tao <Save as Type: *.is0> — Chon noi luu file
trong <Save in> — Nhan nut <Save> dé tao file.

[ prompe E
File Actions Bootable Tools  Options  Help P
| \j 5 @ H K ‘ ,.é ___” %l % ..,; ‘ } j) ) e H e “.\/ File Changed, Save it?
. Image: [Daacoove | [ X *E @D |Panlf S ho | concel |
15 220 074103 Filenarme: | @
. : oo <Vung néi dung & dia x|
<\ung chen o dia gne 9 ; - -
quang> quang> @ Savein; I () My 150 Files 3
4| s
I Computes
Local: ¥ ex@ @R J Path: |D:% e
'J My Camputer Filename: | @
050 My IS0 Files {3 Crack. f
L) My Documents 23D0Cs <Vl.‘mg ndi dung File name: W2K3 @j E
i {& Deskiop o Yl thu muc duoe Save a5 bpe: Standard 150 File (isa] = Cancel

- - [13] #5 PRINTERS 7
L ARMEVTIL_EN(D: ]@ gysurror chon> ’
I 4' CO/OVD DrivelE:)

BB AUTORUMINF
<Viing céac é diacyc | @ratishn @
h$ cuia may tinh>

Hinh 1. 4 — Tao file ISO bang UltralSO
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3. Phai chuét 1én 6 dia quang ao (Hinh 1.5) <CD Drive (D:)> — Chon menu
<UltraISO> — Chon menu <Mount...> — Trong hop thoai <Open ISO File>,
chon file W2K3.is0 vira tao — Nhén niit <Open> — M 6 dia quang 4o thay noi
dung source Windows Server 2003.

[0 RECYI |
® (3 5atTh Sharing and Security. .. b Go
gUlkralso Maunt...
) soft |12 9 @ - TUb
D Svste Badd to archive.. ?BTDL'E\SEE:E'C'DC
B ) Temp B add ko "Archive rar"

% ) Thacs B Compress and email,.
) vnc4 B Compress to ' ﬁrchlve rar* and email

2 vne-d Eiect
I #emSe

E Moba CORY
g —— Paste

% YN properties

B ARMEVOL_EN (E:)

File Edit ‘“iew Favorites Tools  Help h
e Dataz (F!) e
Open ISO File ? X5 19 Back - () /] P ) search [ Folders (i3]~
Look in: | I Maydo ~ QT e mE- Address |4 Ex w Go
(@ Camtasiastudios.iso @IPvs_s.6_s1iso Folders e . w
@GhostcastSrvS.iso ®SQLServer2005Express.iso @' Desktop ~ /J DS
@GhostSrvll.iso @test is0 LD My Dacuments
@HirenBootQ.?.iso @Total mmander 702, iso @ = j My Carnputer
@NetFrameworkSSFull.iso (% W2k 35P2_Unatend.iso [ S WINSP (C1) 1386
@P\-‘S_S.ﬁ.iso @XenServer 6. 0.0-install-cd.iso e DATA (D)
=1
< > o @ —
53 pocs j PRINTERS
File name:  1v/in2K 35P2_Unatend.iso v Open @ = 1386
Fites of type: | Image Files(* iso.*isz.* binc" cue: mds:" mf: Wl PRIVTERS
ilez of types | Image Files(® izo* is2. bin:. cue® mds " mdf; v ance [C5) supPoORT w
[] Open as read-only “w Dataz (F:) v £ 3

Hinh 1. 5 — Gdn két file ISO vao 6 dia quang do

Bai 1.3. Tao may tinh 40 bang VMware Workstation

Cong cu VMware Workstation 13 tng dung gitip tao ra cic may tinh a0 va két ndi
cac may tinh 4o thong qua cac switch 40. Pay la ing dung duoc st dung pho bién dé thuc
hanh mang may tinh.

1.3.1. Yéu ciu
— Tao may tinh ao ’tén la PCO1 (1 nhan CPU, RAM 128MB, HDD 2.0GB, NIC két
noi voi NAT). Gan thém céc thiét bi ngoai vi (HDD 2.0GB, NIC két noi voi
VMnet0) cho PCOL1.

1.3.2. Diéu kién thuwc hi¢n
— DPoc trude tai liéu VMware Workstation.

1.3.3. Huwéng din thwce hién
1. M6 VMware Workstation (Hinh 1.6) — Chon menu <File> — Chon menu
<New> — Chon menu <Virtual Machine...> — Trong hop thoai <New Virtual
Machine Wizard>, chon option <Custom> — Nhan n(t <Next>.

Bai tap mang mdy tinh va quan tri mang Trang 4
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New Virtual Machine Wizard

Welcome to the New Virtual

VMware Workstation
@ | Edit  Wiew %M Team ‘Windows Help
;
: Team...
5 Open.. Chrl+0
Irnpork or Export... Window
Conneck ko ACE Management Server,., Norkstation
Close Chrl+w
Map or Disconnect Yirtual Disks. .. rkstation allows_ multiple standard of
h performance in secure and transp
quivalent to a PC with a unique net
oices.
Exit
'
Click this button to create 4
and run a variety of standd
Mew Virtual
Machine
er}
L 1 Click this button ko create 3
[ | machines and conneck thel
Mew Team

Machine Wizard

What type of configuration do you want?

() Typical (recommended)

Create a Workstation 6.5 virtual machine
in a few easy steps,

() Custorn {advanced) @

Create a virtual machine with advanced
options, such as a 5CSI adapter type,
wirtual disk bype and compatibility with
older ¥Mware products,

VMware
Workstation 6.5

5

[ Mext = |[

Cancel

Hinh 1. 6 — Tao mdy do bang VMware Workstation

. Chon phién ban <Workstation 6.5> (may 4o nay chi twong thich v4i version 6.5

tr vé sau) (Hinh 1.7) — Nhin nat <Next> — Chon option <I will install the
operating system later> khong cai OS (<Installer disc> cai OS tr 0 dia quang,
<Installer disc image file (iso)> cai OS tir mét file ISO) — Nhan nut <Next>.

New Virtual Machine Wizard

fgl New Virtual Machine Wizard

Choose the Yirtual Machine Hardware Compatibility
Which hardware features are needed for this virbual machine?

Wirtual machine hardware compatibility

‘Workstation 6.5 o v

Hardware compatibility:

Compatible with:

Workstation 5
Compatible products: Ws:kst?t:sz 4
ACE 2.5

Fusion 2.0

8 GB memory limit
2 processor limit
Server 2,0 10 network adapter limit

‘Workstation 6.5

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system, How will you install the guest operating system?

Install from:

(O Installer disc:

-},
=

(O Installer disc image file (isa):

@@I will install the operating system later

The virtual machine will be created with a blank hard disk.

|

< Back ] I Mesxk

I

Cancel

]

[ Help ] [ < Back H Mesxk

J

Cancel

Hinh 1. 7 — C&c tuy chon cho may do
3. Chon option <Microsoft Windows> (Hinh 1.8) — Chon phién ban OS trong

<Version> — Dat tén trong <Virtual machine name> [a PC01 — Chon noi luu
trong <Location> — Nhan nut <Next>.

New Virtual Machine Wizard

Select a Guest Operating System
‘Wwhich operating system wil be installed on this virtual machine?
Guest operating system

(%) Microsoft Windows @
O Lirz

) Movell Netware

() sun Solaris

() Other

Yersion

(2 ——

nterprise Edition

[ < Back H et >@[ Cancel

]

[‘5__(| New Virtual Machine Wizard

Name the ¥irtual Machine
‘what name would you ke to use For this virtual machine?
Virtual machine name

o @ |
Location
@ I Browse. ..

| FiiMayao

The default location can be changed at Edit > Preferences.

[ < Back ][ et ><®][ Cancel

Hinh 1. 8 — Cac tiy chon cho may do

Bai tap mang mdy tinh va quan tri mang

Trang 5



Churong 1 - Tong quan vé mang mdy tinh

4. Chon sb luong nhan cho CPU trong <Number of processors: One> — Nhén nut
<Next> — Xac dinh dung Iwgng RAM <Memory of this virtual machine:
128MB> (may 4o sir dung RAM cua may that) — Nhan nut <Next> — Tao card
mang dung <Network connection: NAT> (mdy ao dugc gin voi VMnets, cap IP
mang 192.168.220.0/24, truy cép Internet bang dich vu NAT. Néu mudn may ao
gan voi mot mang riéng 192.168.23.0/24 chon <Use host-only networking>)
(Hinh 1.9) — Nhan nat <Next> — Chon loai 6 ctig 1a <BusLogic> — Nhan niit
<Next>.

New Virtual Machine Wizard g| New Virtual Machine Wizard

Network Type Select 1/0 Adapter Types

what bype of netwark do you want to add? which SCSI adapter type would you like to use?

Metwark conneckion /0 adapter bypes

) Use bridged networking IDE Adapter: ATAPL
Give the guest operating swstem direct access ko an external Ethernet @
netwark, The quest must have its own IP address on the external netwark, SCSI Adapter:  (3) BusLogic

() Use network address translation (HAT) @ OLst Logic. {Recommendsd)
Give the guest operating system access ko the host computer's dial-up ar (C)LSI Logic 5AS

external Ethernet network connection using the host's IP address.

U el fehen A The installer for "Windows Server 2003 Enterprise Edition” may not include the
O v E driver for the BusLogic adapter, You may have to download the driver or

Connect the guest operating system to a private virtual network on the host e & @ Terant: ke,

computer,
Download the BusLogic Driver

o nat use a netwark connection

[ < Back. H Tk = H Cance|

[ < Back ][ Mt >@>|[ Cancel

Hinh 1. 9 — Cdc tity chon cho may ao

5. Chon option <Create a new virtual disk> dé tao mot 6 cimg 40 méi (6 climg 40 1a
cac file duoc luu trong mdy that) — Nhin nat <Next> — Chon loai 6 ctng
<IDE> — Nhian nat <Next> — Xac dinh dung luong <Maximum disk size
(GB): 2.0> — Nhin nat <Next> — Dit tén file cho 6 cung <Disk file:
HDD1.vmdk> — Nhén nat <Next> — Nhan nut <Finish>.

6. Chon menu <VM> (Hinh 1.10) — Chon menu <Settings...> — Trong hop thoai
<Virtual Machine Settings>, nhin nut <Add..> — Trong hop thoai <Add
Hardware Wizard>, chon <Hard Disk> — Nhéin nat <Next> — Chon option
<Create a new virtual disk> — Chon option <SCSI> — Nhéin nut <Next> —
Xac dinh dung lugng <Disk size (GB): 2.0> — bat tén file <Disk file:
HDD2.vmdk>.

are Workstation

Add Hardware Wizard

W Team Windows  Help Hardwiare | Options
Hardware Type
f Pawer i’ Divire SUmmary ‘hat type of hardware do you want to install?
Removable Devices 4 & Memory 128 MB
h QHard Disk (IDE) 268 Hardware Explanation
Send Ctrl+Alt+Del (2)CD/DVD (IDE) Ak detect = ard Disk Add a hard disk,
Grab Input Chl+G B Floppy Ao detect 'ZE';CD,I’DVD Drive
@USB Controller Fresent El Floppy Drive
Jare... @'Snund Card Auto detect ENetwnrk adapter
Capture Screen Chrl+ale+Prescn EDispIay Auto datect lngound Card
Capture Mavie... & Processors ! EDUSE Contraller
Message Log add C

Hinh 1. 10 — Gén thém 6 cimg cho mdy do
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7. Trong hop thoai <Add Hardware Wizard>, chon <Network Adapter> — Nhin
nit <Next> — Chon option <Custom> — Chon <VMnet0> (may 4o cung mang
vat ly véi may that) (Hinh 1.11)— Nhan nat <Finish> — Nhan ntt <OK>.

| Add Hardware Wizard E|

Metwork Adapter Type
wWhat kvpe of nebwork, adapter da you want ko add?

Metwork connection

i) Bridged: Connected directly ko the physical netwark,

{JMAT: Used tao share the host's IP address
) Host-only: & private netwaork shared with the host

(%) Custom: Specific virtual network:

WMnet] (default Bridged)

Device skakbus
Connect ak power on

[ < Back. H Firish H Cancel

Hinh 1. 11 — Gdn thém card mang cho mdy do

Bai 1.4. Bao tri Windows Server 2003
Cac OS ludn phat hanh cac ban va 15i (Service Pack) nhim sira chita cac 15i phat
sinh va va cac 10 hong bao mat. Phai bao dam rang cac ban va 161 dugc cap nhat.

1.4.1. Yéu cau
— Tai va cip nhét ban Service Pack (SP) méi nhat cho Windows Server 2003 tur
Microsoft. Thiét 1ap may tinh tu dong cap nhat lic 18h vao chu nhat hang tuan.

1.4.2. Diéu kign thuwc hién
— May tinh dang truy cap Internet.

1.4.3 Huwéng dan thuwe hién
1. M¢ Internet Explorer — Truy cap vao Cac trang

http://technet.microsoft.com/en-us/windowsserver/bb405947
http://www.update.microsoft.com/windowsupdate/v6/default.aspx?In=en-us
2. Download Hotfix va Service Pack méi nhat cho Windows Server 2003.

3. Nhan nut <Start> — Chon <Control Panel> — Chon option <Automatic
Updates> — Thi€t 1ap cap nhat <Every Sunday> — <6:00 PM> (Hinh 1.12) —
Nhan nat <OK>.

Bai tap mang mdy tinh va quan tri mang Trang 7
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Automatic Updates

Help prokect your PC

Windows can regularly check For important updates and install them For you,
(Turning on Automatic Updates may automatically update Windows Update
software First, before amy other updates.)

How does Automatic Updates work?

' automatic (recommended)

Automatically download recommended updates for my Cé‘]p nhat ty déng wao e
computer and install them: 1 8 gi & Chf] ﬂhét héng tUéﬂ

IEvery Sunday 'l = 00 P ||

" Download updates for me, but let me choose when ko install them.  Download wa |u‘a Chor'l dé update
Il

" Matify me but don't automatically download or install thern. Théng bao khi cd ban cap nhat mdi
o
" Turn off Automatic Updates, Khéng =10 dung cap nhat tr déng
Your computer will be more vulnerable unless vou install
updates reqularly,
Install updates from the Windows Update Web site,

Offer updates again that I've previously hidden

(a4 I Cancel | apply |
Hinh 1. 12 — Thiét ldp tw dong cdp nhdt Windows Server 2003

Bai 1.5. Cai dit phin mém chéng virus
Nguy co nhiém virus, ma ddc... ludn hién hiru, y thitc bao vé mdy tinh va thong tin
phéi dua 1én hang dau.
1.5.1. Yéu ciu
— Cai dat va cap nhat phan mém chdng virus Symantec AntiVirus.

1.5.2. Diéu kién thuwc hi¢n
May tinh dang truy cap duoc Internet.
— Doc truée hudng dan sir dung Symantec AntiVirus.

1.5.3. Huwéng din thwce hign

1. Cai dat phan mém Symantec Antivirus theo cac budc hudng dan. Sau khi cai
xong bi€u tugng Symantec AntiVirus xuat hién trong Tray icon (bén phai thanh
Taskbar).

2. Nhap dup chudt 1én <biéu tuong Symantec AntiVirus> — Trong hop thoai
<Symantec AntiVirus>, kiém tra ngay c@p nhat cudi cung, nhan nuit
<LiveUpdate...> — Trong hop thoai <Live Update>, Nhan nt <Next>.

Bai 1.6. Cai dit hé diéu hanh trén may 40 VMware Workstation

VMware Workstation cho phép tao cac may ao hoat dong doc 1ap. Viéc thuc hanh
trén cac may 4o mang lai hiéu qua nhu trén moi trudng thuc. Sinh vién can phai nim rd
cach thtre sur dung moi truong gia 1ap nay, dé sir dung lam céc bai thyc hanh mang. M6i
truong gia lap c6 nhiéu tinh nang rat uu viét nhu: Snapshot, Clone, Capture...

1.6.1. Yéu ciu
— Cai dat hé diéu hanh Windows Server 2003 trén PC0O1
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Churong 1 - Tong quan vé mang mdy tinh

1.6.2. Diéu kign thuc hi¢n
— C6 may 40 PCO1 (cau hinh téi thiéu: CPU 233MHz, RAM 64MB, HDD 1.5 GB).
— ba co file ISO W2Ka3.iso (Bai 1.2).

1.6.3. Huéng din thuc hién

1. Chon menu <VM> (Hinh 1.13) — Chon menu <Settings...> — Trong hop thoai

<Virtual Machine Settings>, chon <CD/DVD (IDE)> — Chon check
<Connected> — Chon check <Connect at power on> — Chon option <Use ISO
image file> — Nhan nut <Browse...>, tro dén file W2K3.iso — nhan nat <OK>
— Nhin nat <Reset...> dé khoi dong lai may tinh.

-

. File

Edit  Wiew
i [> [?_] Hardware | Options

sidebar Device SUmMETY pENicelstatls @
= W
5 [ Pawered On & Memory 128 ME E':'””ectedt @
{3 pcot {=IHard Disk (IDE) 2GEB ONNECL &t power on
= @ Favorites feHard Disk 2 (5C51) 268 @ ormection
(s PCO % 0DV (TDE) Using file F:\Ma. .. .
H Floppy Ak debect () Use phrysical drive:
IEINetwork Adapter Custom
FEInetwork Adapter 2 Custam @ ] ]
I@USE‘ Conkroller Present © Use 150 image file:
@ sound Card Auta detect Fr\MayAoiWinZk3sPe_Unat | | Browse..,
Boisplay Auto detect
8 Processors 1
Add... ] [ Remove

Virtual Machine Settings El

[ Ok, |[ Cancel H Help

Hinh 1. 13 — Cai Windows Server 2003 tir file ISO

. Giai doan Text-based: Khéi dong may tinh — “Press any key to boot CD...”

nhin mot phim bét ky dé boot tir CD Rom, nhan phim <Enter> — OS s& kiém tra
phan ctrng néu thich hop s€ tién hanh cai dat.

3. Thong bao: Néu dung 6 ctirng SCSI thi nhan <F6> dé cai dit driver cho 6 dia nay.
4. Thong bao: Néu mudn tao mot backup thi nhan phim <F2>, Windows Server

Backup s€ tao mot file anh backup.

. Qua trinh cai dat tai cac file can thiét trong qua trinh cai va cac driver.
6. Trong hop thoai <Welcome to Setup>, Nhan phim <Enter> dé tiép tuc (Nhén

phim <R> d¢ sira 161, nhan phim <F3> dé két thuc cai dit).

. Trong hop thoai <Windows Licensing Agreement>, Nhan phim <F8> dong y

thong tin ban quyén,,(n}lén phim <ESC> khong dong ¥, nhan phim <Page
Down> d¢ doc trang ke ti€p).

. Trong hop thoai <Win2K3, Enterprise Edition Setup>, Chon <partition> thich

hop — nhan phim <Enter> dé tiép tuc cai dit (tao mét partition moi tir khong
gian dia tréng nhan phim <C>, x6a mét partition nhan phim <D>).
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9. Trudng hop cai trén mot partition méi. Qua trinh cai dit dé nghi xac dinh dung
lurong cua partition nay. Nhap dung lugng vao <Create partition of size (in MB)>
— Nhan phim <Enter>.

10. Théng bao: nhin phim <Enter> dé cai dat 1én partition dugc chon, Chon
<partition> thich hgp — Nhan phim <Enter> (dé tiép tuc tao partition khac nhan
phim <C>, d¢ xda partition nhan phim <D>)

11. Thdng bao: dinh dang partition, Chon <Format the partition using the NTFS file
system (Quick)> — Nhan phim <Enter>.

12. Sau khi dinh dang partition, cac file can thiét trong qua trinh cai dat duoc chép
vao may. Céac file nay la cac trinh diéu khién, co s¢ dit li€u, giao dién do hoa...

13. Hé théng yéu cau khoi dong lai (Pém nguoc trong vong 8 gidy), nhan phim
<Enter>.

14. giai doan GUI-based: Qua trinh cai dat chuyén sang giao dién d6 hoa — Cai cac
trinh diéu khién thiét bi (driver).

15. Trong hop thoai <Regional and Language Options>, cho phép nhdp vao: ngdn
ngtr, don vi tién t§, ngay thang ndm... — Nhan nit <Next>.

16. Trong hop thoai <Personalize Your Software> — Dién tén ngudi st dung vao
<Name>, tén t0 chirc st dung va <Organization> — Nhan nut <Next>.

17. Trong hop thoai <Your Product Key> — Nhap vao <Product Key> 25 chir s6
do Microsoft cung cap — Nhan phim <Next>.

18. Trong hop thoai <Licensing Modes>, ¢6 2 loai ban quyén. Loai <Per server
Number of concurrent connection> dung nhiéu trong truong hop hé thong co 1
server. Server s& dém s6 két nbi dong thoi va khong cho qua sé két nbi dang ky.
S6 lugng két ndi ciing mot luc 1a xac dinh, sé niy c6 thé thay doi sau. Loai <Per
Device or Per User> dung nhiéu trong hé théng nhiéu server, mdi thlet bi hoac
user c6 thé ket ndi vao nhiéu server cung mét luc. Luc nay khong can quan tim
dén gioi han sO két ndi trén timg server, ma chi quan tim dén thiét bi va user nao
két ndi v6i hé thdng — Chon option <Per server. Number of concurrent
connections> — D¢ nguyén gia tri 5 Client Access Lincence (CAL) — Nhan nit
<Next>.

19. Trong hop thoai <Computer Name and Administrator Password> — Nhap tén
may tinh vao <Computer name> — Nhip password vao <Administrator
password> — Xac nhén lai password trong <Confirm password> — Nhan nut
<Next>.

20. Windows Server 2003 yéu cau password phai phuc tap: tir 7 ky tu trd 1én,
khong c6 tir Administrator hay Admin va chtra 3 loai ky tu trong bon nhom ky tur
sau: chit thuong (a, b, c...), chir hoa (A, B, C...), s6 (1, 2, 3...), ky tu dic biét (!,
@, #..).

21. Trong hop thoai <Date and Time Settings> — Chinh lai ngay gio hé thong
trong <Date & Time> — Chon mui gio cho phu hgp trong <Time Zone> —
Nhan nit <Next>.
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22. Trong hop thoai <Networking Settings>, cho phép cai dat NIC <Typical
settings> (gom c6: Client for Microsoft Networks, File and Print Sharing for
Microsoft Networks, QoS Packet Scheduler va TCP/IP transport protocol), hay
cai dit tuy chon <Custom settings> — Chon option <Typical settings> — Nhin

23. Hop thoai <Workgroup or Computer Domain>, c6 2 option. <No, this computer
is not ...> may tinh nay la may peer hoat dong trong mang workgroup. <Yes,
make thls computer a member...> may tinh nay 1a phan tir cia mot mién — Chon
option <No, this computer is not on a net work...> — Dat tén cho nhom lam viéc

24. Qua trinh cai dit hoan tit— may tinh khoi dong lai — nhn to hop phim <Ctrl
+ Alt + Ins> hop thoai logon hi¢n 1én — dang nhap vao bang tai khoan

nut <Next>.

<DOLY> — Nhin nut <Next>.

Administrator.

Bai 1.7. Bai tap lam thém

DPoc thém cac tai liéu tham khao dé hoan thanh cac bai tap sau

Cau 1.7.1. Vé mang may tinh

St dung Cisco Packet Tracer v€ mo hinh mang gia dinh (1 Router, 1 Switch, 1

Access Point, 1 PC va 1 Laptop két ndi khong gidy).

Cau 1.7.2. Sir dung UntralSO ghi dia
Str dung UltralSO ghi file W2K3.1so (Bai 2) ra dia quang.

Cau 1.7.3. Thuc hién cdc thay doi trong VMware Workstation.

a.

- ® o o o

Poi tén may tinh ao thanh PC02.

. V6 hiéu hoa cac thiét bi: 6 dia mém, card &m thanh cho PC02.

bit lai RAM la 256MB cho PCO2.

. Tao mdt Snapshot véi tén 1a Installation.

Nhén ban (Clone) PC02 thém mot may PCO03.

Chup hinh (Capture Screen), quay phim (Capture Movie...) lai qua trinh thyc
hién.

Cau 1.7.4. Tra loi cac cdau hoi

a.

- ®© o o o

Trinh bay, vé& hinh va cho vi dy thuc té ctia cac mé hinh xir Iy mang, mé hinh
quan ly mang va md hinh trng dung mang.

. Trinh bay va cho vi du thuc té cac loi ich thuc tién cia mang may tinh.

Ké tén mot s6 hang san xuat server va thiét bi mang ma ban biét.

. S0 sanh mang may tinh va mang dién thoai di dong.

Ké tén mot s nha cung cép dich vu mang va cac dich vu ma ho cung cép.
Trinh bay khai niém vé c¢6ng nghé Portal va Cloud Computing.

Bai tdp mang may tinh va quan tri mang
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Chuong 2 — M6 hinh OSI va TCP/IP

CHUONG 2 - MO HINH OSI VA TCP/IP

®.

¢ Muc tiéu chwong 2
Sau khi hoc xong sinh vién:
— Phén biét dugc chirc nang cua tirng 16p trong mo hinh OSI va TCP/IP.
— CAu hinh, kiém soat duoc két ndi mang co ban.
— Bit goi tin va phan biét vai tro cac goi tin co ban hoat dong trong mang.

Bai 2.1. Két ndi may tinh sit dung VMware Workstation

Két ndi truc tiép 2 may tinh 14 bai toan co ban trong két ndi mang may tinh. Ngudi
hoc phai biét cac 1énh va cac thong tin co ban trong mang tir dé c6 thé hi€u rd hai mo
hinh OSI va TCP/IP.

2.1.1. Yéu ciu
— Sir dung VMware Workstation két ndi hai may tinh (Windows Server 2003).

— St dung cac 1€nh doc cac thong tin.

2.1.2. Piéu kién thuc hién

— C6 sian mot may Windows Server 2003

2.1.3. Huéng din thyc hign

1. Nhan ban may dao: Mo VMware Workstation — M¢ may 4o Windows Server
2003 (dat tén 1a PCO1) — Chon menu <VM> — Chon menu <Manage> — Chon
menu <Clone...> — Trong hdp thoai <Clone Virtual Machine Wizard>, nhan nut
<Next> — Trong <Clone from> , chon option <The current state in the virtual
machine>, nhin nat <Next> — Trong <Clone method>, chon <Create a linked
clone> (PC02 phu thudgc vao PCO1) — Trong <Virtual Machine Name>, dat tén
cho may tinh 1a PC02 va chon noi luu trong <Location>, nhan nut <Finish>.

2. Chon may PCO1 — Chon menu <VM> — Chon menu <Settings...> — Trong
hdp thoai <Virtual Machine Settings>, chon tab <Hardware> (Hinh 2.1)— Chon
<Network Adapter> — Chon <Host-only> — Nhin nat <OK> (PC01 ndi v&i
VMnetl).

3. Lam tuong ty budc (2) cho PCO2 (PCO2 ndi v6i VMnetl, cling mang voi PCO1)
— Bat hai may tinh PCO1 va PCO02 (Khi nhan ban, PC02 giong PCO1 nén sé& c6
canh bao dung dd tén may tinh).

4. Xem tén may tinh bang 1énh hostname: Nhan nit <Start> — Chon <Run...> (cO
thé dung t6 hop phim: Microsoft + R)— Ghi vao <cmd> (chay chuong trinh
cmd.exe ciia Windows theo co ché dong 1énh) — Nhan nut <Enter> — G& 1énh
<cd \> — G& 1énh <cls> — G& 1énh <hostname> dé xem tén may tinh (Hinh 2.2)
(Tén may tinh la NetBIOS name, 16 byte).

5. Xem thong tin IP bing 1énh ipconfig: Vao <cmd> — g6 1énh <ipconfig> —
Nhan phim <Enter> (Hinh 2.2) cho thay may c6 2 giao tiép mang (Left, Right).
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— Xem thépg tin: DNS Suffix, IP Address, Subnet Mask, Default Gateway cua
tung giao ti€p mang (Sinh vién trinh bay ¥ nghia ctia cac thong tin nay).

Virtual Machine Settings
Hardware | Options
Device Summary Device status
I Memory 512 MB Connected
[ Processors 1 Connectat power an
(e Hard Disk (SCST) 40 GB i
)CD/DVD (IDE) Using file F:\Soft2\Softs\Utilties), . Netwark connection
Floppy Auto detect () Bridged: Connected directly to the physical network
Enetwork Adapber@Host—only Replicate physical network connection state
USE Controller Present
Q} ' Sound Card Auto detect (_JNAT: Used to share the host's IP address
.E:LJPrinter Present @ ost-only: A private network shared with the host
S pisplay Auto detect () Custom: Spedific virtual network
VMnetd
() LAN segment:
LAN Segments... | | Advanced...

Add... Remove

@ QK Cancel Help

Hinh 2. 1 — Két néi mang cho mdy do

WWINDOWS' system 32\ cmd.exe

C:“>hostname
rCaz

C:sripoconfig

Mindows IP Configuration

Ethernet adapter Left:

localdomain
192.168.217.131
255_255_255.8

Connection—specific DHNS Suffix
IP Address. - - & -« =« & & =« =« =
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

Ethernet adapter Right:

localdomain
192.168.217.132
255_255_255.8

Connection—specific DHNS Suffix
IP Address. - - & -« =« & & =« =« =
Subnet Mask . . . . . . . . . .
Default Gateway . . . . . . . .

G

Hinh 2. 2 — Théng tin cdu hinh IP
6. Xem thém cac thdng tin bang lénh ipconfig /all: Vao <cmd> — GO lénh
<ipconfig /all> — Nhép phim <Enter> — Xem thém céc thong tin: Primary Dns
Suffix (Két hop véi NetBIOS name tao thanh tén ddy du ctia may tinh trong hé
thong DNS name, vd: pc02.doly2.vn), DHCP Server (may chi cip IP dong),
DNS Server (may chii phan giai tén mién), Lease Obtained, Lease Expires (Sinh
vién trinh bay ¥ nghia cua céc thong tin nay).

7. Dung 1¢énh <ipconfig /release> (Xoa IP) — Dung Iénh <ipconfig /renew> (Xin
cap lai IP) — Dung 1énh <ipconfig /all> (Xem lai IP) — Giai thich.
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8. Kiém tra két ndi mang: Chon PC02 — Vao <cmd> — Xem IP card mang ndi voi
PCO01 (Host-only) bang 1énh ipconfig — Chon PC01 — Vao <cmd> — G& 1énh
<ping [IPAddress> (IPAddress l1a dia chi IP cua PC02 vira xem & trén).

t:\)ipcunfig sall

indows IPF Configuration

Host Name . . . . . . . . . . . . = PCB2
Primary Dns Suffix . . . . . . . =

Mode Type . . . . . - . . . - . - = Unknown

IPF Routing Enabled. . . . . . . . & HNo

WINS Proxy Enabled. . . . . . . . = Mo

DNS Suffix Search List. . . . . . : localdomain

IEthernet adapter Left:

Connection—specific DNS Suffix . : localdomain

Description . . . . - . . . - . . = Intel{R) PRO/188BB MI Network Connection
Physical Address. . . . . . . . . @ BA-@C-29-04-14-03

DHCF Enabled. . . . . . . . . . . = Yes

Autoconfiguration Enabled . . . . = Yes

IP Address. . . - . . . - . . - . = 192_.168.217_131

Subnet Mask . . . . . . . . . . . = 255L_255_255L.9

Default Gateway . . . . . .« - o . =

DHCF Server . . . . . . - . . - . = 192.168.217_254

DNS Sevvers . . . . . . . . . . . = 192.168.217.1

Lease Obtained. . . . . . . . . . & Tuesday, May 13, 2814 7:36:38 PH
Lease Expires . . . . . . . . . . = Tuesday, May 13, 28i4 B:86:30 PH

Hinh 2. 3 — Théng tin cdu hinh IP mé réng

2.1.4. Sw ¢ thuwong gip
— Card mang hai may khong gian dung vao Host-only, din dén khong cap dugc IP.
— G lénh thiéu khoang cach, dan dén 1énh bj sai.

Bai 2.2. Két ndi may tinh sir dung Cisco Packet Tracer

Cisco Packet Tracer 1a mot ing dung mé phong mang dung cho hoc tap (thiét ké,
cau hinh, khac phuc sy ¢6...). Voi md phong truc quan va dong, giup ngudi hoc hiéu
hanh vi cua mang va phat trién k¥ nang két ndi mang.

2.2.1. Yéu cdu
— Sir dung Cisco Packet Tracer, két ndi mot Server voi mot Client.
— Xem céc thong tin co ban va kiém tra mang bang 1énh PING.

2.2.2. Piéu kign thuc hién
— P biét st dung Cisco Packet Tracer co ban (Bai 1.1)

2.2.3. Huong dén thuc hién

1. M¢ Cisco Packet Tracer — Chon mot may Server, mét mady PC va két ndi hai
may voi nhau (xem Bai 1.1).

2. C4u hinh IP cho PCO (Hinh 2.4): Chon <PC0> — Chon tab <Desktop> — Chon
<IP Configuration> — Chon option <Static> — Cau hinh <IP Address:
192.168.1.10, Subnet Mask: 255.255.255.0>.

3. Cau hinh IP cho Server0 (Hinh 2.5): Chon <Server0> — Chon tab <Config> —
Chon <INTERFACE: FastEthernet> — Chon option <Static> — CAu hinh <IP
Address: 192.168.1.254, Subnet Mask: 255.255.255.0>.
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Physical Config Desktop Software/Services

IP Configuration

() DHCP

@ @ Static @

e o o e e e )

PC-PT IP Address 192.168.1.10
BCo Server-PT
Server(

Subnet Mask 255.255.255.0

Default Gateway ||

DNS Server

Hinh 2. 4 — Cdu hinh IP cho PCO

Physical | Config | Desktop | Software/Services
GLOBAL FastEthernet
Settings Port Status
Algorithm Settings Bandwidth
SERVICES 10 Mbps ® 100 Mbps
HTTP
= Duplex
g_._ ______ - @ — ® Full Duplex Half Duplex
| DNS MAC Address D006.2AA5.7438
PgéET Server-ET SYSLOG IP Configuration
Serverd ABA () DHCP
NTE (® Static
EMAIL IP Address 192.168.1.254
FTP Subnet Mask 255.255.255.0 @
INTERFACE
3 ) Fastethernet IPv6 Configuration
Link Local Address:
(") DHCP
() Auto Config
@ Static @
<

Hinh 2. 5 — Cdu hinh IP cho Server(

4. Chon <PC0> — Chon tab <Desktop> — Chon <Command Prompt> — G0 1€nh
<?> Giai thich cac Iénh (Hinh 2.6).

BCxcls
Invalid Command._
BCx?
hvailable Commands:
? Display the list of available commands
arp Display the arp table
delete Deletes the specified file from C: directory.
dir Displays the list of files in C: directory.
ftp Transfers files to and from a computer running an FTP server.
help Display the list of available commands
ipconfig Display network configuration for each network adapter
ipveconfig Display network configuration for each network adapter
netItat Displays protocol statistics and current TCE/IP network
connections
nslockup DNS Lockup
ping Send echo messages
snmpget SHME FET
snmpgetbulk SHMP GET BULE
snmpset SHME SET
3sh 3sh client
telnet Telnet client
tracert Trace route to destination
2c|

Hinh 2. 6 — Sir dung cdc lénh xem thong tin

Bai tap mang mady tinh
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Bai 2.3. Thay d6i thong tin co ban clia may tinh

Mot may tinh két ndi mang ludn c6 thong tin phu hop quy wdc thiét ké mang va dic
thi ctia to chirc. Thong tin nay phai duoc quan tri vién xac lap va kiém tra thuong xuyén
dé bao dam cho mang hoat dong tét.

2.3.1. Yéu ciu
— Thay dbi thdng tin co ban: tén may tinh (Computer name): PC01, nhdm lam viéc
(Workgroup): DOLY, md ta may tinh (Computer Description): CD KT Ly Tu
Trong. Doi tén 2 connection la Int (VMnet2), Ext (VMnet0).

2.3.2. Diéu kign thuc hién
— Sinh vién phai hiéu 16 ¥ nghia va chirc ning cia cac thong tin may tinh.

2.3.3. Huéng din thyc hi¢n
1. Phai chudt 1én <My Computer> — Chon menu <Properties> — Trong hop thoai
<System Properties>, chon tab <Computer Name> — Thay d6i mé ta <Computer
description: CD KT Ly Tu Trong> — Nhin nit <Change...> — Thay d6i tén
<Computer Name: PC0O1> — Thay d6i nhom lam viéc <Workgroup: DOLY> —
Nhan nat <OK>, hé théng yéu cau khoi dong lai.

2. Bén dudi géc phai cd 2 card mang cua PCO1, phai chudt 1én mét card mang chon
menu <Disconnect> (Hinh 2.7) (dong tac nay giong nhu rat diy mang & may
that) — Phai chudt 1én <My Network Place> — Chon menu <Properties> —
Hop thoai <Network Connections> hién thi 2 connection mdt bi danh diu chéo
d6 (day la card mang bi rt day). Nhap dip vao card mang dang connect dé xéac
dinh thudc VMnet nao. Phai chudt 1én <Connection can d6i tén> — Chon menu
<Rename> — Nhéap vao <Ext>, twong tu cho connection con lai.

v
® Network Connections [#Connected

Conneck ak power on
File Edit Miew Favorites Tools Adwvanced Help

€ Eack = > Tr | / Search Folders | o [ x n | m, Metwork connection
") Bridged: Connected directly to the physical network

Address E; Metwiork Connections

LAN or High-Speed Internet

@ (JMAT: Used to share the host's IP address
e Cannected ey Pletwork cable unplugged
A InteliR)PROS1000 MT Nebwor...  T___m_ InfeliR) PRGSI000 MT Mebys

) Host-onky: & private network shared with the host

{#) Custom: Specific virtual network,

Wizard YMnetl {default Bridged) @ w

el

-] l Mew Connection Wizard

Ok, H Cancel ” Help ]
OT=1=k L LN RN~

@ @

rork Connections

Hinh 2. 7 — Thiét lp card mang cho mdy do
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Bai 2.4. Nhan ban may tinh (Clone) va tao Snapshot trong VMware Workstation

VMware cung cap cac tinh ning rat hiéu qua 1a Clone va Snapshot. Khi can c6 thém
may tinh dé thuc hanh, chi can Clone tr m0t may s€ c6 ngay cac may tinh dang can. Tinh
nang Snapshot cho phép tao ra cac diém Snapshot (rollback lai khi can), tinh nang nay rat
tién loi trong thuyc hanh mang.

2.4.1. Yéu ciu
— Str dung PCO1 nhan ban thém mot may PCO02 va tao cac Snapshot.

2.4.2. Diéu kign thuc hién
— C6 may Windows Server 2003 (PCO01).

2.4.3. Hwéng din thuc hién

1. Chon <PC01> — Chon menu <VM> — Chon menu <Clone...> — Nhan nat
<Next> — Chon option <The current state in the virtual machine> — Nhan nut
<Next> — <Create a full clone> chép toan by cac file cua PCO1 thanh PC02,
Chon option <Create a link clone> dung céc file cia PCO1 cho PC02 (tao nhanh,
it ton bd nhé, nhung PCO1 phai ton tai) — Nhan nut <Next> — Dit tén <Virtual
machine name: PC02> — Chon noi luu <Location>— Nhén nat <Finish>.

2. Bat may <PC02> — P6i tén may: PC02, nhom lam viéc: DOLY, mo ta may tinh:
CD KT Ly Tu Trong. P6i tén 2 connection thanh Ext (VMnet 2), Int (VMnet3).

3. Lam trén ca 2 may PCO1, PC02: Bat may — Chon menu <VM> — Chon menu
<Snapshot> — Chon menu <Take Snapshot...> — Nhép tén <Name: W2K3> —
Nhép mé ta <Description: Installation> — Nhan niit <OK>.

Bai 2.5. Thiét 1ap dia chi IPv4

IP 1a dia chi xac dinh m6t may tinh trén mang, hoat dong theo moé hinh TCP/IP.
Viéc thiét 1ap IP doi hoi phai tuan thu cac nguyén tic vé thiét ké mang va cac quy udc (sé
trinh bay rd trong chuong 5).

2.5.1. Yéu cau

— Thiét I3p dia chi IP cho PCO1 va PC02 dé hai may ping thay nhau va PCO1 c6 thé
truy cap Internet. Thay doi password Administrator, PCO1 truy cap PCO2.

2.5.2. Piéu ki¢n thuwc hién
— Hai may PC01, PC02 déu diang nhap quyén Administrator.

2.5.3. Huéng dén thuwc hién
1. PCO1: Phéi chudt l1én <My Network Places> — Chon menu <Properties> —
Trong hop thoai <Network Connections>, phai chudt 1én <Ext> — Chon menu

<Properties> — Trong hop thoai <Ext Properties>, chon <Internet Protocol
(TCP/IP)> — Nhan nut <Properties> thiét 1ap IP (Bang 2.1).
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Ext (VMnet0) Int (VMnet 2)
IP address 192.168.1.11 192.168.1.11
Subnet mask 255.255.255.0 255.255.255.0
Default gateway 192.168.1.1 dé trong
Preferred DNS server | 210.245.31.20 dé trong
Alternate DNS server | 8.8.8.8 dé trong

Badng 2. 1 — Thiét ldp cdc théng sé mang cho PCO1

Gieneral |.-’-'l.uthenticatinn| .-’-'l.d\-'ancedl General I

Connect using: Yo can get IP settings assigned automatically if wour network supports
this capahility. Otherwise, wou need ta ask your network administrator

E& IntellR] PROAT000 T Metwork Con Configure... | far the appropriate IP settings,
This connection uses the following items: " Obtain an IP address automatically
JE!EIient for Microsoft Metwarks —{% Use the following IP address:
O .@;Nletwark L?ad Balan.cmg . [P address: I 192 168 . 1 . 7
.@, File and Printer Sharing for Microsoft Metwork.s @
== Internet Pratocal [TCRAR) @ Subnet mask: | 255,255 .255 . 0

@ Default gateway: [19z 168, 1 . 1 @
|matall... | Wrarstall | Froperties 1

£ Obtain NS setver address automatically

Dezcription

Tranzmizsion Control Protocol/Intermet Pratocal. The default —{% Use the following DS server addresses:

wide area network. protocol that provides communication

across diverse intercaonnected network.s. Preferred DS server; I Z10 . 245, 31 . ZD| @

L I Alternate DMNS server:
v Shaw izon in notification area when connected = I

v Matify me when this connection has limited or no connectivit

Adwanced. ..

Ok | Canzel | | OK—I Canee
Hinh 2. 8 — Cdu hinh IP cho giao tiép mang

2. Tuong ty thiét 1ap IP cho PC02 (Béng 2.2).

Ext (VMnet2) Int (VMnet 3)
IP address 192.168.1.12 172.16.1.12
Subnet mask 255.255.255.0 255.255.255.0
Default gateway dé tréng dé tréng
Preferred DNS server dé tréng dé tréng
Alternate DNS server dé tréng dé tréng

Badng 2. 2 — Thiét ldp cdc théng sé mang cho PC02
3. PCO1: Nhan nat <Start> — Chon <Run..> — G& lénh <cmd> — Xem IP
<ipconfig /all> — Ping may PC02 <ping 192.168.1.12> — Ping Internet <ping
google.com>.
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4. Pt password PCO1: Nhan t6 hop phim <Ctrl + Alt + Ins> (néu 1a méy that: <Ctrl
+ Alt + Del>) — Nhin n(t <Change Password> — Nhap Password ca <Old
Password> — Nhap Password mdi <New Password: 123>, <Confirm New
Password: 123> — Nhan nit <OK> — Nhin nit <Close> — Tuong tu dat
password Administrator cho PCO02 la 234.

5. PCOLl: Nhén nut <Start> — Chon <Run> — Go lénh <\\192.168.1.12> —
<Username: administrator> — <Password: 234> (truong hop dat password
Administrator trén hai may giong nhau thi khéng can xac thuc) — Nhan nat
<OK>,

Bai 2.6. Phan tich goi tin trong mang

Viéc phan tich goéi tin qua mang phuc vu cho vi¢c hoc va khic phuc mang. MOi
treong gia 1ap cua Cisco Packet Trace (Simulation) mo ta hanh vi cua cac thict bi mang
doi1 véi cac loai traffic khac nhau.

2.6.1. Yéu ciu

— @Giai thich hoat dong cua Hub Ethernet.
— @Giai thich hoat dong cua Switch Ethernet.

2.6.2. Diéu ki¢n thuwe hién

— Hiéu rd hoat dong cac 16p trong mo hinh OSI.

2.6.3. Huéng dén thwc hién

1. Lap md hinh gdm: Server0 (IP: 192.168.1.254/ 24), PCO (IP: 192.168.1.10/ 24),
PC1 (IP: 192.168.1.11/ 24). K&t ndi 2 thiét bi trén bang Hub0 (Hinh 2.9).

192, 168, 1.254] 24
Sengr-FT
Seryer0
192,168.1.10/ 24 192.168.1.11/ 24

J. @ L)
- -1l J
PC-PT Hub-PT PC-PT
PCO Hubo PC1

Hinh 2. 9 — M6 hinh mang LAN (Hub Ethernet)

2. Chuyén tir ché do Realtime sang Simulation, nhin nit <Simulation Mode> (Hinh
2.10) — Nhan nut <Edit Filters> — Bo check <Show All/None> — Chon check
<ICMP>, chi capture cac goi tin [CMP — Click chudt ra ngoai.

3. Nhan nat <Add Simple PDU> dé chon mot goi tin ICMP (Hinh 2.11) — Nhén
Ién PCO — Nhan 1én Server0 (PCO PING Server0) — Nhan nut <Capture/
Forward> 4 lan dé capture 5 goi tin.
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4. Giai thich cac cot: Vis., Time (sec), Last Device, At Device, Type, Info. Ta théy
PCO gd&i goi tin broadcast ICMP cho Hub0, sau d6 Hub0 broadcast goi tin ICMP

cho Server0 va PC1.
[ ] ACL Filter [] arp [] eGP
(5) ] cop [] DHCP ] DNS !
[] OTP [] EIGRP []FTR *'\\Q
[] H.323 [] HTTP [ ] HTTPS |
[ Wlicme(4)  [CJicMPve [ IPSec l:{}]
Reset Simulation [ ISAKMP [ LACP ] NTP 3
[ ] OSPF [ ] PagP [] pOP3
Play Caontrols
[ ] RADIUS []RIP [ ] RTP [~
Back [] scCp [] sMTP [] sMmp
[ ] s5H []sTP [] sysLOG 1
=
] TACACS []TCP L] TFTP -~
Ewvent List Filters [] Telnet [ ] upop L] vTp
Wisible Events: Mg ®D Show All/None
@ Edit Filt Edit ACL Filters
v -
Event List Simulation
Hinh 2. 10 — Chon loai traffic can capture
|
192.168.1.254/ 24 Vis. Time (sec) Last Device At Device Type Info
©) 0.000 - PCD ICMP
0.004 - PCOD ICMP —
Se rPT 0.005 PCO Hub0 ICMP ;l
SeryerD &y 0.006 HubO Serverl ICMP
&y 0.006 Hubo PC1 ICMP C5 x
192,168.1.10/ 24 182.168.1.11/ 24 Q-\\o
2L} . = -
E{T’ I—EJ:'P’T o Reset Simulation Caonstant Delay CaptuDr:aDdD;oE:‘ J\\’\;]
BCD Hubo PC1 @
Play Controls
@ "
Back Auto Capture / Play| |Capture / Forward H‘L
R
LR

Hinh 2. 11 — Capture goi tin ICMP
5. Nhan 1én 6 mau xanh ctia g6i tin ICMP géi cho PCO — Chon Layer 1 (bén trai —
in-coming), giai thich y nghia (Hinh 2.12 — out-going) — Chon Layer 1 (bén
phai), giai thich y nghia.
6. Nhan 1én 6 mau xanh ciia goi tin ICMP géi cho PC1 — lan luot chon cac Layer
va giai thich y nghia. Tai sao dia chi MAC dich khong khép véi dia chi MAC
cua Port nhan? Tai sao frame bi huy.
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7. Nhén 1én 6 mau xanh cua géi tin ICMP goi cho Server0 — lan lugt chon cac
Layer va giai thich y nghia. Tai sao dia chi MAC khép? Sau khi khép thi 16p 2
lam gi?

8. Nhén nat <Auto Capture / Play> — Giai thich tit ca cac géi tin capture duoc.

In Layers

Out Layers

Layer 1: Port Port 0

Layer 1: Port(s): Port 1 Port 2

1. Port 0 receives the frame.

1. Port 1 =ends out the frame.
2. Port 2 sends out the frame.

3. The Hub forwards the frame to all ports except Port 0.

Hinh 2. 12 — Hoat déng cua I6p 1 (frame)
9. Thay Hub0 bang Switch0 — lip lai cac budc 2, 3, 4, 5, 6, 7 — Giai thich y
nghia.
10. Lap bang so sanh hoat dong cua Hub0 va SwitchO.
Bai 2.7. Bai tap lam thém

DPoc thém cac tai liéu tham khao dé hoan thanh cac bai tap sau
Ciu 2.7.1. Cai thém hé diéu hanh thir hai cho mdy tinh

Trén may PCO1 da cai dat W2K3, cai thém mot OS Win7 trén 6 cang thir 2.
Ciu 2.7.2. Ciu hinh dia chi IP bang Iénh

Str dung cau trac Iénh dé thiét 1ap dia chi IP cho connection Int: IP: 10.0.1.11,
Subnet mask: 255.255.255.0, Default gateway: 10.0.1.1 véi d6 uu tién 1a 1.

netsh interface ip set address [name=]<string>
[[source=]dhcp |

[source=] static [addr=]IP address [mask=]IP subnet mask]
[[gateway=]<IP address>|none [gwmetric=]integer].
Ciu 2.7.3. Thay doi VMnet cho card mang mdy do

Hay thay doi connection Ext cia PCO1 gan vao VMnet8 (NAT). Cau hinh IP dong
(DHCP), dung cac lénh (xoa IP, yéu cau cap IP, xem IP) @& PCO1 ra Internet.

Cau 2.7.4. Gidi thich I¢nh

C:\> netsh interface ip set address name="Ext” source=static addr=192.168.1.11
mask=255.255.255.0 gateway=192.168.1.1 2
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Cau 2.7.5. Tra loi cac cau hoi

a.

Trinh bay ngin gon céac chic nang chinh cua cac 16p trong md hinh OSI va
TCP/IP.

Trinh bay qué trinh phan giai dia chi MAC dich cho goi tin caa I16p Data Link.

c. Trinh bay qua trinh tim duong di cho goi tin caa lop Network.

. So sanh hai giao thuc TCP va UDP, ung dung thuc té cua né trong cac dich vu

mang nhu thé nao.

Néu 1y do tai sao phai ding co ché CSMA/CD chap nhan dung d6 ma khong
dung co ché tranh dung do.

Lap bang so sanh hai mé hinh OSI va TCP/IP.

. Néu mot goi tin dén router, trong bang dinh tuyén cua router khdng cho biét

duong di ¢én mang dich. router s& lam gi.

. Dich vu online thuong dung co ché truyén nao, tai sao?

Trinh bay co ché bt tay 3 1an trong TCP, tai sao phai bat tay 3 1an?

Hinh v& bén dudi (Hinh 1.13) c¢6 bao nhiéu collision domain va bao nhiéu
broadcast domain?

PZ-PT SWiiChl ZEZ1%M

7 ;

d -~ 295§-24 ——

—— 295p-24 | swighz PC-PT
1

1
|
'
D_ -l Hub-PT \
ub-PT HubD D
F 7 Hub1

PC-PT =,
Rz PC-PT
PCS

L'Tn’l-lnmummmmmu
. Laptop-PT
Linksys-WRT300N EntonD

WirelessIRu:uuterD

PC4
Routern

Hinh 2. 13 — Collision domain va Broadcast domain
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CHUONG 3 - PHUONG TIEN TRUYEN DAN VA THIET BI MANG

% Muc tiéu chwong 3

Sau khi hoc xong sinh vién:

Chon dung phuong tién truyén dan va thiét bi mang cho mé hinh mang thyc té.

— Bam dugc mot so6 loai cap va chuéan két no1 thong dung.

St dung duge mot sd tién ich hd tro mang.

Bai 3.1. Thong tin cdu hinh ciia card mang

Khi mang dang hoat dong, cac thong tin ludn dugc theo doi nham muc dich ting
hiéu suat mang dap ung nhu cau thuc té va khac phuc 16i mang.

3.1.1. Yéu cau

Xem céac thodng tin sau:

NIC dang hoat dong (Enable) hay khong hoat dong (Disable)?
Co su dung Firewall cia Windows hay khong?
Str dung ché do truyén dit liéu nao Haft Duplex hay Full Duplex?

Pang chay téc d6 bao nhiéu 10/100/2000 Mbps?
ba goi (Sent) va nhan (Received) bao nhiéu goi tin (Packet)?

Dung Iénh xem: dia chi MAC, dia chi IP, default gateway, DNS, str dung IP tinh

hay dong.

3.1.2. Piéu kign thuc hién

May tinh c6 NIC dang hoat dong két ndi mang.

3.1.3. Huéng dén thuc hién

1. Phai chudt <My Network Places> — Chon menu <Properties> — Hop thoai

<Network Connections> cho biét c6 bao nhiéu NIC dang két ndi (Connected) va
bao nhiéu NIC khong két noi (Network cable unplugged).

. Phai chudt 1én connection dang két ndi <Ext> — Chon menu <Status> — Hop

thoai <Ext Status> cho biét thong tin: trang thai két ndi <Status>, thoi gian két
ndi <Duration>, toc do két ndi <Speed>, ) luong goi tin géi <Sent>, $6 luong
g6i tin nhan <Received> — Chon tab <Support> — Nhan nat <Detail...> — Hop
thoai <Network Connetion Detail> cho biét: dia chi MAC, IP, Default gateway,
DNS (Hinh 3.1).

. Trong hop thoai <Ext Status>, Chon tab <General> — nhan nit <Properties> —
Trong hop thoai <Ext Properties>, nhan nat <Configure..> — Chon tab
<Advanced> — Chon <Link Speed&Duplex> — Nhan mii tén xuéng trong
combo box <Value>, thiét 1ap ché do va toc do truyén.
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4. Trong hop thoai <Ext Properties>, chon tab <Advanced> — Trong <Windows
Firewall>, nhan nut <Settings...>, cho biét cé st dung firewall cua Windows hay

khong.
General | Supportl Metwork Conrection Details:
r . Froperty I Yalue |
BUESID Physical Address 00-0C-23--43-DA,
Statusz: Connected IF Address 192.168.1.11
I oy Subnet Mask 255.255.255.0
Duration. 07:56:21 Drsfault Gateway 192.168.1.1
Speed: 1.0 Gbpz DMS Server 19216811
WIMNS Server
— Auctivity
Sent =—— q —— Received
o
l_-_.l-|
Packets: £.325 | 7773
" Propertties | Dizable |
LClose
|

Hinh 3. 1 — Xem thong tin card mang

5. Npén nut <Start> — Chon <Run> — G& 1émh <cmd> — G0 Iénh <ipconfig /all>
dé xem thdng tin cac NIC trong may tinh: tén cua NIC, dia chi MAC, IP, Default
gateway, DNS, str dung IP tinh hay dong (DHCP).

Bai 3.2. Thay doi thong tin mang

3.2.1. Yéu ciu
— Cauhinh IP doéng cho connection, xda cache DNS.

3.2.2. Piéu kign thuc hién
— CO DHCP server trong LAN.

3.2.3. Huéng din thuc hign
1. Phai chudt <My Network Places> — Chon menu <Properties> — Phai chudt 1én
connection can cau hinh <Ext> — Chon menu <Properties> — Chon <Internet
Protocol (TCP/IP)> — Nhan nut <Properties> — Chon option <Obtain an IP
address automatically> — Chon option <Obtain DNS server address
automatically> — Nhéan ntat <OK>

2. Nhan nut <Start> — Chon <Run> — G9 Iénh <cmd> — G& Iénh <ipconfig
Irelease> d¢ x6a IP — GO I¢nh <ipconfig /renew> yéu cau cap IP — G0 Iénh
<ipconfig /all> xem IP dugc cap — GO Iénh <ipconfig /flushdns> xda cache
DNS.
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Bai 3.3. CAu hinh thém dia chi IP cho card mang

3.3.1. Yéu cau

PCO1- 192.166.1.11
172.16.1.11

Switch

Printer: 172.16.1.100

Hinh 3. 2 — Cdu hinh thém IP cho card mang

— Trong (Hinh 3.2), péu NIC cua PCO1 chi cé mot dia chi IP la 192.168.1.11 thi
PCO1 chi c0 thé truyen thong vai PC02, khdng thé truyen thdng vai PCO3 va in an.

— Hay cau hinh dé PCO1 truyén thong dugc vai PCO3 va in duoc.

3.3.2. Piéu kign thuc hién

— May tinh c6 NIC dang két ni mang..

3.3.3. Huéng dén thuwc hién

(::) add.. | e

Defaulk gateways:

IF Settings |DNS | wns | options |
rIP addresses
IP address | Subnet mask |
192,168,1,11 255,255.255.0

IP address:

Subnet mask:

j172z.16 . 1 .1 @
|255.255.255. 1

—v Automatic metric

Interface metric: I

Gakews | Metric
192.168.1.1 2 < Add Cancel |
2]

@ TCP/IP Gateway Address
add.. | Ede

Gakteway!

Automatic mekric

Metric:

172016 .1 .1 @
®

E

ok |

O]

Cancel |

Cancel |

Hinh 3. 3 — Thém dia chi IP cho card mang

1. Phai chuot <My Network Places> — Chon menu <Properties> — Phai chudt 1én
NIC can cau hinh <Ext> — Chon menu <Properties> — Chon muc <Internet
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Protocol (TCP/IP)> — Nhin nut <Properties> — Nhan nit <Advanced> —
Trong tab <IP settings> phan <IP addresses>, nhan nut <Add...> — Trong hop
thoai <TCP/IP Address>, nhdp <IP Address: 172.16.1.11> <Subnet mask:
255.255.255.0> — Nhan nut <Add> — Phan <Default gateways>, nhin nut
<Add..> — HOp thoai <TCP/IP Gateway Address>, nhdp <Gateway:
172.16.1.1> — <Metric: 3> (Metric cang nho cang uu tién) — Nhéan nat <Add>
— Nhan niit <OK>.

2. Dung Iénh <ipconfig /all> dé xem lai IP.
Bai 3.4. Sir dung cac ti¢n ich kiém tra mang

3.4.1. Yéu ciu

Str dung céc tién ich ping, tracert, pathping.
Ping chi 2 géi tin ICMP.
Ping lién tuc dén khi nhan <Ctrl + C> dé két thuic.
Phén giai dia chi thanh tén may.

— Hién thi duong di dén yahoo.com.

3.4.2. Piéu kign thuc hién
— C6 2 may tinh thdng mang véi nhau.

3.4.3. Hwong din thwc hién

1. Nhan nat <Start> — Chon <Run> — G& 1énh <cmd> — G& 1énh <ipconfig —n
2> dé ping 2 goi tin — G& lénh <ipconfig —t> ping lién tuc — G& 1énh <ipconfig
—a> phan giai IP ra tén may tinh.

2. GO 1énh <tracert yahoo.com> — <pathping yahoo.com> — Giai thich cac thong
tin thu duoc.

Bai 3.5. Tién ich NetMeeting

Tién ich NetMeeting ding dé: chat, chia s¢ mét chuong trinh, ding chung bang Ve,
goi mot file trong moi truong LAN hoac qua Internet. Bay la chuong trinh rat tién dung
trong hoi hop (dong nguoi) va thuyét trinh.

3.5.1. Yéu ciu
— Su dung tién ich NetMeeting (conf)

3.5.2. Piéu kign thuc hién
— C6 2 may tinh thong mang.

3.5.3. Huéng dan thyc hi¢n
1. <Start> — <Run> — <conf> — Nhén nat <Next> — <First name: ul> — <Last
name: PCO1> — <Email: ul@doly.vn> — Nhin nit <Next> — Nhin nut
<Next> — Chon option <Local Area Network> (Hinh 3.4) — Nhin nut <Next>
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NetMeeting

Specify the zpeed of pour connection to the network you
will be uzing to make Metteeting calls.

) 14400 bps modem €L NGI thdng qua Modem Va0

() 28800 bps ar Faster modem K&t ndi théng qua Modem W2
(O Cable, sDSL or ISDM K&t ndi thdng qua ADSL .

(%) Local Area Network Két n[ﬁl thﬁng qua LAM

’ < Back ” Pext > l[ Cancel ]

Hinh 3. 4 — Tién ich NetMeeting

2. Céc budc tiép theo 1am theo hudng din (tao icon, card &m thanh...) — Ca hai
may déu chay conf — Mot may thuc hién cudc goi bang cach nhap vao IP cua
méy kia — Nhan n(t <Place Call> — May kia s& xuit hién thong bao nhan cudc
goi <Incomming Call> — Nhan nit <Accept> — Hai may lién lac va truyén
thdng véi nhau, st dung céc nit trén thanh cong cu dé: chat, gai file, chia sé tng
dung (vd: Desktop), str dung bang ve.

Bai 3.6. Bam cap mang UTP véi dau néi RJ45

3.6.1. Yéu ciu
— BAm moét doan cép thang (Straight-through) theo chuan T568A téc do6 1000Mbps.
— BAm mot doan céap chéo (Cross-over) toc do 1000Mbps.

3.6.2. Diéu ki¢n thuwe hién
— Co céc doan cap UTP (hoac STP, FTP), cac dau ndi RJ45.
— CO6 dyng cy: kiém bam, may kiém tra day mang.

3.6.3. Huong dén thue hi¢n

e of Pin Position
/

p - 6
54
= . 3
R 6
s

cat vo day

Bam dau day

Hinh 3. 5 — Pau néi RJ45 va kiém bam
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1.

4.

5.

RJ45 Pin# Pin¥ RJ45

TH+ Green/White Tracer | 1 1 | Green/White Tracer ] PR3

T%- Green [ 2 2| Green [

R+ ] |Orange/White Tracer| 3 3 | OranpgeVhite Tracer| [ ]-PR 2
(| Blue |4 4 |Blue -] PR 1
Bluevhite Tracer | 5 | Blue\White Tracer

Rx- ] Orange | 6 6 | Orange ] PrR>
Brown\hite Tracer | 7 7 | Brownhite Tracer
s Brown | 8 8 | Brown -] PR4

Hinh 3. 6 — So do chdn cdp thang T5684

Dung kiém (dao) cét vo day (khoang 2cm) — Sap xép céc soi theo dling mau
(Hinh 3.6) — Duing dao cit dau day, cit bang céc soi (con lai khoang 1,5cm) —
Pua cac soi day vao dau RJ45 theo ding ther tu pin (nhan cac soi day that manh
dé chic chan rang tat ca cac soi déu vao tan cling) — Pua dau vao kiém bam sao
cho dang vi tri — Dung hai tay bdm hét sicc — Twong tu bim dau bén kia ta c6
doan cap thang.

. Dua hai dau day vao thiét bi kiém tra (Tester) — Bat n(t kiém tra — Theo ddi

cac den chay lién tyc tir 1 dén 8 13 dang.

RJ45 Pin# Pin# RJ45
Green/White Tracer | 1 1 [OrangeWhite Tracer
I Green | 2 2 [Orange
=7 |OrangeMWhite Tracer| 3 3 [ Green\hite Tracer
| Blue |4 4 | Brown/White Tracer
BlueAvhite Tracer | 5 5 [ Brown I
| Orange | 6 6 [ Green I
Brown/Mhite Tracer | 7 7 | Blue [
I Brown | 8 8 | BlueMhite Tracer

Hinh 3. 7 — So' d6 chdn cdp chéo T5684 — T568B

. Tuwong ty bam cho cap chéo theo mau (Hinh 3.7), mét dau chuan T568A, mot

dau T568B. ,

Khi kiém tra dén chinh chay tir 1 dén 8, den phu chay nhu sau: 3, 6, 1, 7, 8, 2, 4,
5.

Cach dung cap, thiét bi mang duoc chia lam 2 nhém, cting nhém cap chéo, khac
nhom cép thang. Riéng nhom thir 3 thang chéo déu dugc.

— Nhom 1: may tinh va router.
— Nhom 2: hub va switch.
— Nhém 3: modem ADSL.

3.6.4. Sw co thuwong gip
— Céc soi day khong duoc nhan séat vao bén trong.

— Béam kiém nhe, day khong dugc giir ¢d dinh.

Bai 3.7. Thiét 1ap card wireless thanh tram phat séng

3.7.1. Yéu cau

— Dung card wireless (Laptop, USB hoic PCI...) két ndi WIFI, bién may minh thanh
tram phat song.

3.7.2. Piéu ki¢n thuwc hién
— May tinh c6 card wireless dang hoat dong.
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3.7.3. Huéng dén thuwc hién
1. Nhap dup chudt 1én biéu tuong két ndi wireless trong Tray icon (Hinh 3.8) —
Hop thoai <Wireless Network Connection>, nhan <Refresh network list> —
Chon mdt <SSID> — Nhan nit <Connect> — Nhap mat ma <Network key> —
Xéc nhan lai mat ma <Confirm network key> — Nhan nat <Connect>.

1" Wireless Network Connection

Choose a wireless network

Network Tasks

& Refresh netwark list @

<2 et up a wireless network ((w)) GIANG-HYHC-QUOC-GIA-TPHCM
for a home ar small office R T

Click. an item in the list below o conmect ko & wireless network in range or ko get mare
infarmation.

@
i
cl

Related Tasks wank ko conneck ko this n

\iﬂl Learn about wirgless

E
The network 'GLANG-HYHC-QUOC-GIA-TPHCM' requires a network key (also called a WEP
hu o key or WPA key). A network key helps prevent unknown intruders from connecting to this
5 network,

Netwark key: | |

Confirm netwark key: | ‘

6

L Connect | [ Cancel ]

i untitled - Paint i untitled - Paint

Hinh 3. 8 — Thiét ldp tram phat séng khéng day

i) Wireless Metwork Connection |z|

Network Tasks Wireless Network Setup Wizard

g Rsfrech netwark lisk Create a name for your wireless network.

;’_’; Set up a wireless netw_urk
fFor a home or small office

Give wour nebwork a name, using up to 32 characters,

Related Tasks Metwork name (53100 | dily] @

1) Learn about wireless

networking {(*) Automatically assign a network key (recommended)

Ta prevent outsiders from accessing your network, Windows will automatically assign a
f:i’ Change the order of secure key (also called a WEP or WPA key) bo wour netwark,
preferred networks

"f}ﬁ Change advanced
settings

() Manually assian a network key

Use this option if you would prefer to create your own key, or add a new device to your
existing wireless netwarking using an old key,

[JUse WPA encryption instead of WEP {WP# is stranger than WEP but not all devices are
compatible with WPA)

®

[ < Back ]L Mext = J[ Cancel

Hinh 3. 9 — Thiét Idp SSID cho tram phat séng khéng day
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2. Hop thoai <Wireless Network Connection>, nhan chon <Set up a wireless
network...> (Hinh 3.9) — Hop thoai <Wireless Network Setup Wizard>, dat tén
cho SSID <Network name (SSID): doly> — Nhan nat <Next> — Chon option
<Set up a network manually> — Nhan nit <Next> — Nhan nut <Finish>.

Bai 3.8. Két ndi cac thiét bi mang sir dung Cisco Packet Tracer

3.8.1. Yéu ciu
— Két nbi cac thiét bj nhu trong (Hinh 3.10) va (Hinh 3.11).

¥

— 7
Fal/o 4&1\04'1
1841
Server-PT Routerd Sy
Serverld \ ™
Fan|Falj3 N
- -
~,
Fal/2
/ 2950-2:530!5 S

' o
Switcho 20/
S N
=
D’ \\;.EthD,l'l ‘>
y . 1541
o PC-PT Eth1/1 - e
Laptop—P'i;’;f// PCO +Bridge-PT
LaptopO /// d i
//// -~ Bridge0
Y -
7 -
W
//f , Fallz o
“orjo, Fajt
) 2950-24
Linksys-WRT300M Switchl

wireless Routerd

Hinh 3. 10 — Két ndi cdc thiét bi
7980
/F Phoned
N -—_J-—-—_ - S

4 P
Home-VolP-PT Analog-Phone-PT
. '_____..-—'"'-—‘2960-24 Heme VoIPO Analog Phone0
1 '-'-'i' Switcho

2811 y
RouterD @

7960
IF Phonel

Hinh 3. 11 — Két néi cdc thiét bi

3.8.2. Piéu ki¢n thuc hién

— Hiéu churc nang cua: thiét bi, cong va cap keét noi.

3.8.3. Hudng dén thuwc hién
1. M¢ Cisco Packet Tracer — Lua chon dung céac thiét bi — Luya chon dung day
dan — Gan dang cong cua thiét bi.

2. Tat ngudn LaptopO (Hinh 3.10) — G& bé card NIC — Gén card wireless — Bat
may LaptopO
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Bai 3.9. Bai tap lam thém
Poc thém cac tai liéu tham khao dé hoan thanh cac bai tap sau

Cau 3.9.1. Bridge hai connection

Hay tao mét connection Extlnt bang cach chon ca hai connection Ext va Int, sau d6
dung chtrc nang Bridge Connections.

Cau 3.9.2. Adapters and Bindings
Hay thay doi thir tu két ndi ciia cac connection (Adapters and Bindings).

Cau 3.9.3. Bdm cdp CAT6
Bam cdp mang (straight-though, cross-over) bang cdp FTP CAT6, va dau bam RJ45
(dung cho cap 6, cé chong nhiéu). Gan day vao dau noi RJ45 am tuong.
Cau 3.9.4. Vé mé hinh mang cong ty
Dung Cisco Paket tracer vé mot mo hinh mang that ciia mot cong ty ma ban biét.

Cau 3.9.5. Tra loi cac cau hoi

a. V& hinh va mo ta cach bAm cap mang RJ45 tbc do 1000 Mbps theo hai chuan
T568A va T568B.

b. Cho biét dai tin sd cua séng viba, song hong ngoai, song wireless va song
bluetooth.

c. Trinh bay dia chi vat Iy MAC cua card mang, trong Windows dung 1énh gi dé
Xem dia chi MAC.

d. So sdnh nguyén 1y hoat dong cua Hub va switch.
e. Cho biét y nghia thong s6 k§y thuat cua hai card mang trong (Bang 3.1).

S =2 HEEE
2 | 2 |38 AR
= E T | = o | w|e|e
[ c [T | [ clE|Ei=
2 s = E 2le ol s olm|=[=|=|w
Capabilities L | o |Z]SBIEE B 2RIBEIE=RB|=
Adapter Model Cabling  ||Bracket| Speeds | Slots| PCI [ PCI-X |PCI Express| Controller
PRO/1000 MT Desklop RI4s( x| o] xfx| [x|x 32541Gl
C39226-00
1340-T4 RIS K| XXX | X XX K] 82580

Bang 3. 1 — Théng s6 card mang Intel

f. Trinh bay chirc nang cua k¥ thuat trunking va spanning tree, k¥ thuat nay duoc
st dung trong thiét bi nao?

g. Trinh bay y nghia cac ct trong bang dinh tuyén, trong Windows dung lénh gi dé
xem bang dinh tuyén?

h. Ké tén mot so thiét bi mang, hang san xuat, chirc nang cta no.
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i. Khi Sf:) lugng may trong cong ty gia tang, mang hoat dong cham lai. Hay dua ra
mot sO giai phap da hoc dé cai thién bang thong mang.
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CHUONG 4 - CAC KIEN TRUC VA CHUAN MANG

% Muc tiéu chwong 4
Sau khi hoc xong sinh vién:
— Phéan biét duge cac kién trac va chuan mang.
— Két nbi mang LAN, WAN thong dung.

— Cau hinh dugc céc tai nguyén mang.

Bai 4.1. DNS server cua cac ISP

Thiét lap dia chi IP thich hop voi cac nha cung cép, dich vu mang (ISP) doi hoi phai
tuan thu mot so thong s6 ky thuat cua tung ISP. Mot s6 ISP khi thiét 1ap xong phai goi
cho nha cung cap dich vu dé kich hoat.

4.1.1. Yéu ciu
— Céu hinh IP cho PC01, PC02, PC03 d¢ cac may nay co thé truy cap Internet cia
cac ISP khac nhau (Hinh 4.1).

192.168.1.1/ 255.255.255.0

A —

| WAN (

CPO1

172.16.1.254/ 255.255.0.0

l
—
J

1"%”1"/ VNPT _.T‘"

PCD2
10.0.1.200/ 255.0.0.0

.l
—

.‘ ﬁq” Viettel __:;\"

PCO3
Hinh 4. 1 — Cdu hinh may tinh truy cdp Internet

4.1.2. Piéu ki¢n thuc hién
— CO0 thué bao duong truyén cua ISP can cau hinh.

4.1.3. Huwong dén thuwe hi¢n
1. Thyc hi¢n trén cd 3 mday: Phai chu¢t <My Network Places> — Chon menu
<Properties> — Trong hop thoai <Network Connections>, phai chudt 1én
connection dang két ndi voi thiét bi router ADSL ra Internet <Ext> — Nhin nut
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<Properties> — Chon tab <Genaral> — Nhin nit <Properties> — Chon
<Internet Protocol> — Nhan nut <Properties>.

2. PCO1: <IP address: 192.168.1.11> <Subnet mask: 255.255.255.0> phai cung
mang Véi dia chi IP cua router (Subnet mask giéng nhau, IP phai gidng 3 octet
dau: 192.168.1, IP phai khac octet cudi: 1) — <Default gateway: 192.168.1.1>,
phai tro vé IP router — <Preferred DNS server: 210.245.31.20> tré vé DNS
server DNS cua FPT (cac DNS server cua FPT la: 210.245.31.130,
210.245.31.10, 210.245.31.20, 210.245.24.22, 210.245.24.22 su dung server nao
ciing dugc) — Nhan nit <OK>.

3. PC02: Tuong tu (2) <IP address: 172.16.1.11> <Subnet mask: 255.255.0.0> —
<Default gateway: 172.16.1.254> — <Preferred DNS server: 203.162.4.190>
hoac 203.162.4.191 — Nhan nlt <OK>

4. PCO3: Tuong tu (2) <IP address: 10.0.1.11> <Subnet mask: 255.0.0.0> —
<Default gateway: 10.0.1.200> — <Preferred DNS server: 203.113.188.1> hodc
203.113.131.1, 203.113.131.2 — Nhan nlt <OK>,

Bai 4.2. Céu hinh IP truy cip Internet

4.2.1. Yéu cdu
— Giai thich va cau hinh lai & PCO1, PC02, PC02 c6 thé truy cap Internet (Hinh 4.2)
IP-192.168.1.11
<~ _ SM: 255255 2550
= GW- 192.168.1.12
P01 DNS: 210.245.31.20

192.168.1.1/ 255.255.255.0

s L

| WAN I
LAN | Na,,,-‘l’,/& FPT )

e,

‘

CP02
[P 192.165.1.11
SM: 2552552550
GW: 192.168.1.1
DMS: 203.113.188.1

IP- 192.168.1.1
N SM: 2552552850
GW: 192 168 11

Cpo3  DNS: 210.24531.20

Hinh 4. 2 — Cdu hinh IP truy cdp Internet

4.2.2. Piéu ki¢n thuc hién
— LAN truy cdp dugc Internet.

4.2.3. Hudng dén thuwc hién
1. IP address: PCO1 trung PC02, PCO3 trung Router phai sua lai.
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2. Subnet mask gidng Router (cting mang), ding khdng can chinh sira.
3. Default gateway: PCO1 khong tré vé Router phai sira lai.
4. Preferred DNS server: PC02 dung DNS server cua Viettel (khéng phai cua FPT)
phai chinh stra lai.
Bai 4.3. Chia sé dir liéu trong LAN

4.3.1. Yéu ciu
1. Chia sé 6 dia quang.
2. Bo chia sé an partition C:.
3. Chia s¢ thu muc C:\Public.
4. Chia sé an thu myc C:\Hiding.

4.3.2. Diéu ki¢n thuc hién
— (06 céac tai nguyén can chia sé.

— C6 quyén quan tri.

4.3.3. Huong dén thuc hién
1. Phai chuét 1én 6 dia quang <CD Drive (D:)> (Hinh 4.3) — Chon menu <Sharing
and Security...> — <Share name: CD_PC01> dit tén cho 6 quang trén mang —
<Comment: O dia CD tren may PCO1> ghi chu cho biét tai nguyén ¢ ddu —
<User limit: Maximum allowed> cho phép tat ca — Nhan nat <OK>.

Generall AutoPIayI Hardware Sharing | Security I Shadow Copies | Quota | General  Sharing I Secunlyl Euslnmizel
General | Tools I Hardware Sharing
“V'ou can share this folder with other users on your [ = *r'ou can share this folder with other users on pour
network. Ta enable sharing for this folder, click Share this [ =75 Youcan share this folder with ather users on your ﬁ_,; network. To enable sharing for this folder. click Share this
folder. B_J network. To enable sharing for this falder, click Share this folder.

" Do hat share this folder @ Do not share this folder

1) de : D @-f: Share this folder
%" Share this fold
Share name: | CD_PCO1 @ =l e Sharename:  [Hidngs (2]
Share name: |E$ j i .l
Comment ID dia CD trenmay FCO1 (3 LComment: IThu muc Hiding tren may PCOT an @
Camment: IDelauIt share
User limit: & Magirum allowed @ User limit: &+ Maximum allowed @

Lt

€ Allow this humber of users: j: Wzl £ Wevium lloyed € Allow this number of users: _I?

£ Allovs this rumber of users: I =]
To set permissions for users who access this Ta set pemissions for users who access this

A B Peimissions X X k : Pemissions |
folder orver the network, click Permissions Ta set permissions for users who access this e — | folder over the network., click Permissions.

folder owver the netvork, click Permissions.

To configure settings for offine access, click Caching Ta configure settings far offline access, click Caching |
Caching. Ta configure settings for offine access, click [Faching | Caching
Caching
Mew Share
MHew Share |

() (5)
oK I Cancel | Apply | | oK. I Cancel | Apply | | Ok I Cancel Apply

E

@

Hinh 4. 3 — Chia sé dit liéu trong LAN

2. Phai chuét Ién 6 dia C <C:> (Hinh 4.3) — Chon menu <Sharing and Security...>
— Mac nhién W2K3 chia s¢ an tat ca cac partition, chon option <Do not share
this folder> — Nhan nit <OK> — Nhan nut <Yes>.

3. Tao thu muc C:\Public — Phai chudt Ién thu muc <Public> (Hinh 4.3) — Chon
menu <Sharing and Secutiry...> — <Share name: Public PC01> — <Comment:
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Thu muc Public tren PC01> — <User limit: Maximum allowed> — Nhéan n(t
<OK>,

4. Tao thu muc C:\Hiding — Phai chuot 1én <Hiding> (Hinh 4.3) — Chon menu
<Sharing and Security...> — <Share name: Hiding$> thém dau $ vao cudi tai
nguyén nay s& an trén mang LAN — <Comment: Thu muc Hiding tren may
PCO01 an> khi truy cap phai ghi ddy da Hiding$ — Nhan nit <OK>,

Bai 4.4. Cai dat va chia sé may in

4.4.1. Yéu ciu
— Cai dat va chia sé may in HP Laserjet 1100

4.4.2. Piéu kign thuc hién
— C6 quyén quan trj.

4.4.3. Huéng din thyc hign

1. Nhan nat <Start> — Chon <Printers and Faxes> — Nhin dup chudt <Add
Printer> — Nhan nat <Next> — Chon option <Local printer attached to this
computer> — Bo chon check <Automatically detect and install...> — Nhéan nut
<Next> — Chon cong may in <LPT1/ USB/ Standard TCP/IP Port> — Nhan nut
<Next> — Chon nha san xuit <Manufaceture: HP> — Chon loai san phém <HP
Laserjet 1100> — Nhan nut <Next> — <Printer name: HP Laserjet 1100> nén
dit tén nho hon 31 ky ty dé twong thich véi cac hé thong khac — <Share name:
HPLaserjet1100_PCO01>, dat tén cho may in trén mang — Nhin nat <Next> —
Nhén nat <Next> — Chon option <No> — Nhan nat <Next> — Nhin niit
<Finish>.

Bai 4.5. Sir dung tai nguyén mang

4.5.1. Yéu ciu
— Truy cap, st dung tai nguyén trén LAN.

4.5.2. Piéu ki¢n thuc hién

— C6 tai nguyén va quyén sir dung tai nguyén mang.

4.5.3. Huong dén thuwc hién
1. Tim kiém mot may tinh trén mang: Nhan nit <Start> — Chon <Search> — Chon
<Other search options> — Chon <Computer or people> — Chon <A computer
on the network> — <Computer name: PC01> — Nhéan niit <Search>.

2. Hién thi cac folder dugc chia se: Nhén dup <My Network Places> cac folder chia
sé khong an sé hiéen thi. Hién thi tat ca cac tai nguyén duoc chia sé: <Start> —
<Run> — <cmd> — G0 Iénh <net share> (Hinh 4.4).
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C:sDocuments and Settings\ﬂdministratu{EEEE;iEEEE:::}
Bhare name Rezource Remark
ADMIHS C:sHWIHDOWS Hemote Admin
Hiding% C:sHiding Thu muc Hiding tren may PCA1 an
IPCS Remote IPC
prints CxWINDOWSE system32-espool drivers
Printer Drivers
CD_PCH1 D=s 0 CD tren may PCAL
Public_PCA1 C:“Public Thu muc Public tren may PCHA1
HPLazerd LPT1: Spooled HP LaserdJet 1188 <{HM5>
The command completed zuccessfully.

Hinh 4. 4 — Xem cac tai nguyén da chia sé

3. Hién thi tit ca cdc may tinh trong nhém lam viéc (Workgroup): Chay <My
Network Places> — Chon <Entire Network> — Chon <Microsoft Windows
Network> — Nhan dup vao nhém lam viéc mudn xem <Workgroup> (phai chuot
l&én nhdm can 1am viéc — Chon menu <Create Shortcut> dé dua ra Desktop).

4. Truy cap tai nguyén chia s¢ cua PCO1: <Start> — <Run> — GG Iénh <\PCO1>
(hogc \\192.168.1.11) — Dang nhép bang user c6 quyén (Share Permission),
(User nay la cia PCO1 <Administrator/ 123> — Nhan <OK>.

5. St dyng may in mang: <Start> — <Run> — \\IP may c0 may in chia sé
<\PC01> — Xac thuc <Administrator/123> — Nhian dap vao may in
<HPLaserj> (Hinh 4.5) — Nhéin n(t <Yes> dé cai driver may in (vao Start —
Printers and Faxes thdy may in vira cai).

File Edit “iew Favorites Tools Help

G Back = £3 - T | - Search Folders | 2 (3 X ) | [~

.ﬁ.gldressl _‘5 peoil

Mame =~ | Camments |

_q-_'" Co_Pio01 O C0 kren may PCO1

Ex2 HPLaser] @ HP LaserJet 1100 {M3)

_,f Public_PCo1 Thu muc Public kren may PCO1

&4 Printers and Faxes Shows installed printers and Fac: ...

[ scheduled Tasks Schedule computer basks ko run ..

]

driver on vour machine, Printer drivers may contain viruses or scripks that can be
harmful ko wour computer. It is important to be certain that the computer sharing this
prinker is brustworkhy. _Would you like ko continue?

': ‘fou are about to connect to a printer on pc01, which will automatically install a print
L3

Hinh 4. 5 — St dung mdy in mang

6. Truy cap vao mot tai nguyén trén mang: <Start> — <Run> — GO lénh
<\\pc01\hiding$>

Bai 4.6. Bai tap lam thém

Cau 4.6.1. Truy cdp tai nguyén trong LAN
— CAu hinh cho PC01, PC02, PC03 dé cac may truy cip duoc 1an nhau va truy cap
dugc Internet (Hinh 4.6).
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CP’M

192.168.1.0/ 24

-]

192.168.1.1/ 255.255.255.0

\ WAN ff-ﬂf"__"“k—n;
LAN *1—3% 1L — VNPT )

192.168.2.0/ 24

CPO3 CP0O2

Hinh 4. 6 — Truy cdp tai nguyén mang LAN

Cdu 4.6.2. Tao va chia sé tai nguyén
— Tao va chia sé cac tai nguyén (Hinh 4.7).

192.168.2.0/ 24

Chia & an

Chia s& maximum

]
El

Chia s& (HP Laserjet Ill)

Chia s& chi cho 10 nguw&i sir dung

Hinh 4. 7 — Chia sé tai nguyén mang

Cau 4.6.3. Chia sé tai nguyén biang co ché dong Iénh

Dung Iénh net share chia sé C:\Data véi cho phép 10 nguoi sir dung.

Dung Iénh net share chia sé¢ C:\Public khdng giéi han.

Dung lénh net share chia sé¢ an C:\Hiding

Dung Iénh net share xem toan b cac tai nguyén chia s¢ va xem thong tin cua tai
nguyén C:\Data

~wnh e
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Cau 4.6.4. Tim kiém tai nguyén trong LAN
1. Tim may tinh PCO3 trén mang, sau d6 truy cap truc tiép vao tai nguyén
C:\HPLaserj.
2. Hién thi tat ca cac may tinh trong nhdm lam viéc DOLY
3. St dung CD ROM dugc chia sé bai PCO1 cai dat phan mém cho may PC02.

Cau 4.6.5. Tra loi cac cau hoi

a. Trinh bay va v& hinh minh hoa hai kién tric mang Star bus va Star ring, tai sao
phai két hop cac kién trac mang lai v41 nhau?

Néu cac dac tinh k¥ thuat cua cac chuin mang: 100BaseT, 1000BaseT va FDDI.
Trinh bay nguyén tic cta lut 5-4-3, nguyén tic nay dugc ap dung & dau?

. V& bang tong hop cac chuan mang Ethernet.

® o o T

Trinh bay céc kién tric mang hién nay Viét Nam dang st dung.
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CHUONG 5 - PIA CHI IP

* Muc tiéu chwong 5
Sau khi hoc xong sinh vién:
— Lam viéc duoc voi hé thdng mang IPv4.
— Lam viéc duogc voi hé théng mang IPV6.

— St dung duoc cac cong cu hd tro chia mang con.
Bai 5.1. Poi Decimal sang Binary

5.1.1. Yéu cau
— Doi cac s6 sau sang s6 nhi phan 8 bit: 224, 256, 126, 132, 190, 195, 219, 227, 244.

5.1.2. Diéu kién thuc hi¢n
— C6 kién thirc can ban vé sé nhi phan.

5.1.3. Huong din thwc hi¢n
224 = 11100000 (nim trong ddy sé can nhd)
256 = khong doi duoc (vi s6 nhi phan 8 bit chi dén 255)
126 = 127 — 1 = 01111110 (tat bit 1 v& 0)
132 = 128 + 4 = 10000100 (bat bit 3 1én 1)
190 = 191 — 1 = 10111110 (tat bit 1 v& 0)
195 = 192 + 3 = 11000011 (bat bit 1 va 2 1én 1)
219 = 223 — 4 = 11011011 (tat bit 3 v& 0)
227 = 224 + 3 = 11100011 (bat bit 1 va 2 1én 1)
244 = 240 + 4 = 11110100 (bat bit 3 1&n 1)

Bai 5.2. Ddi Binary sang Decimal

5.2.1. Yéu ciu
— Poi céc s sau sang sé thap phan: 10011111, 11001100, 10101010

5.2.2. Diéu kién thuc hi¢n
— Dung day s6 can nhé dé chuyén doi.
5.2.3. Huwong din thwc hién
10011111 = 1000000 + 11111 = 128 + (100000 — 1) = 128 + 31 = 159
11001100 = 11000000 + 1000 + 100 = 192 + 8 + 4 = 204
10101010 = 10000000 + 100000 + 1000 + 10 = 128 + 32 + 8 + 2 = 170
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Bai 5.3. Chia mang con (Subnet) dang 1
Nhém turong thich v6i cc thiét bi trude ddy, mot sb tai liéu cii béo mang dau va
mang cudi khi chia mang con. Céc thiét bi hién nay da cho phép sir dung hai mang nay,
nén tai liéu nay khong bé mang dau va cubi.
5.3.1. Yéu cdu
Mot host trén mang duogc ghi nhan IP: 10.24.32.127/8.
1. Chia mang trén thanh 16 mang con?
2. Cho biét sb host trong mdi mang con?
3. IP trén thugc mang nao, broadcast va subnet mask cuia n6?
5.3.2. Diéu kién thuc hi¢n
— Hiéu rd phan 16p cua IPv4.
5.3.3. Huong din thwc hién
1. Nhan dang 16p: 1 <10<126
— [P trén thudc 16p A
SMD = SM (8 bit 1)
— [P trén chua chia mang con
2. Chia 1am 16 mang con nén muon 4 bit (vi 2* — 2 = 16)
— S6 bit muon = 4 (bit)
—BNx=2"=16
Chia lam 14 net nhu sau:

Net O: NN = 10.0.0.0/12 Net 8: NN = 10.128.0.0/12

B = 10.15.255.255/12 B = 10.143.255.255/12
Net 1: NN = 10.16.0.0/12 Net 9: NN = 10.144.0.0/12

B = 10.31.255.255/12 B = 10.159.255.255/12
Net 2: NN = 10.32.0.0/12 Net 10: NN= 10.160.0.0/12

B = 10.47.255.255/12 B = 10.175.255.255/12
Net 3: NN = 10.48.0.0/12 Net11: NN= 10.176.0.0/12

B = 10.63.255.255/12 B = 10.191.255.255/12
Net 4: NN = 10.64.0.0/12 Net12: NN= 10.192.0.0/12

B = 10.79.255.25512 B = 10.207.255.255/12
Net 5: NN = 10.80.0.0/12 Net13: NN= 10.208.0.0/12
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B = 10.95.255.255/12

Net 6: NN = 10.96.0.0/12 Net 14:
B = 10.111.255.255/12

Net 7: NN = 10.112.0.0/12 Net 15:
B = 10.127.255.255/12

3. S bit host-id = 24 — 4 =20
— S6 Host = 2%° — 2 (host)
10.16.0.0 < 10.24.32.127 < 10.31.0.0

10.223.255.255/12
10.224.0.0/12
10.239.255.255/12
10.240.0.0/12
10.255.255.255/12

— [P trén thudc Netl: 10.16.0.0, Broadcast: 10.31.255.255, SM: 255.240.0.0

Bai 5.4. Chia mang con dang 2

5.4.1. Yéu cau

Mot host trén mang dugc ghi nhan dia chi IP: 172.11.133.12 /255.255.255.192

1. Dia chi IP trén c6 chia mang con hay khong?
2. Chia bao nhiéu mang con (NNs)?
3. Mbi mang con c6 bao nhiéu host?
4. NN, B, va cac IP cung mang v6i IP trén?
5.4.2. Diéu kién thwce hi¢n
— Hiéu rd phan 16p ctia IPv4.
5.4.3. Huwéng din thwce hign
1. Nhéan dang 16p: 128 <172 <192
— [P trén thudc 16p B
SMD = 255.255.0.0 khac SM = 255.255.255.192

— C6 chia mang con

2.255.255.255.192 = 255.255.11111111.11000000

— S6 bit muon =10

— NNs = 2'° = 1024 (Net)
3. S6 bithost=16—-10= 6

— S host = 2° — 2 = 62 (host)
4.172.11.133.12 = 172.11.10000101.00{001100

— NN: 172.11.10000101.00|000000 = 172.11.133.0
— B:172.11.10000101.00|111111 = 172.11.133.63
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— Céc IP cung mang voi IP trén: 172.11.133.1 dén 172.11.133.62
Bai 5.5. Chia mang con dang 3

5.5.1. Yéu ciu
Hai host trén mang duoc ghi nhan dia chi IP nhu sau:
IP1:192.51.162.2/255.255.255.248
1P2:192.51.162.244/255.255.255.248
1. hai IP1 va IP2 c6 cung mang hay khong?
2. NN, B ctia mang c6 IP1 va IP2?
5.5.2. Diéu kién thuc hign
— Hiéu 13 phan 16p ctia IPv4.
5.5.3. Hwong din thwce hién
1. Nhan dang l6p: 192 <192 <224
— 2 [P trén thudc 16p C
SMD # SM
— C0 chia mang con
S6 kho chiu 248 = 11111000
— S6 bitmuon =5
IP1:192.51.162.2 = 192.51.162.00000|010
IP2:192.51.162.244 = 192.51.162.11110|100
Phan Network-id cua IP1 va IP2 khac nhau
— IP1 khac mang IP2
2.1P1:192.51.162.2 = 192.51.162.00000]|010
— NN: 192.51.162.00000|000 = 192.51.162.0
— B:192.51.162.00000|111 = 192.51.162.7
IP2: 192.51.162.244 = 192.51.162.11110|100
— NN: 192.51.162.11110|000 = 192.51.162.240
— B:192.51.162.11110|111 = 192.51.162.247

Bai 5.6. Chia mang con dang 4

5.6.1. yéu cau
— M6t host trong mang duoc ghi nhan dia chi IP: 129.15.186.155 /16

1. Chia méi mang con c6 2048 (host), c6 bao nhiéu mang con? S6 host trong mdi
mang?
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2. IP trén thuoc mang con nao NN, B, SM?

5.6.2. Diéu kign thuc hién
— Hiéu rd phan 16p cua IPv4.
5.6.3. Huwéng dén thuc hi¢n
1. Nhan dang 16p: 128 <129 <192
— [P trén thuoc 16p B
Mdi mang 2048 host
— S6 bit host-id = 12 (2'? = 2048)
— 86 bit Subnet-id = 16 - 12 =4
— NNs = 2* = 16 (Net)
— S host trong m&i mang = 2'? — 2 = 4094 (host)
2.129.15.186.155 =192.15.1011|1010.10011011
— NN: 129.15.1011]0000.00000000 = 192.15.176.0
— B:129.15.1011)1111.11111111 = 192.15.191.255
— SM: 255.255.1111]|0000.00000000 = 255.255.240.0

Bai 5.7. Chia mang con dang 5

5.7.1. Yéu ciu
— Mot host trén mang duoc ghi nhan dia chi IP: 131.110.244.5 / 16. Hay chia lam 31

mang c¢6 2'* -2 (host) va 2 mang c¢6 2'° — 2 (host)?
5.7.2. Diéu kién thuc hi¢n
— Hiéu rd phan 16p ctia IPv4.
5.7.3. Hwong din thwce hign
1. Nhan dang lop: 128 < 131 < 192
— [P trén thudc 16p B
SMD = SM =16 bit
— Chua chia mang con
S6 host trong mot mang = 2 -2
— S6 bit phan host-id = 11
Sé bit Subnet-id =16 -11= 5
NNs = 2° = 32 (Net)
— S6 bit host-id cua octety =11 -8=13
—BNy=2°=8
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Chia lam 30 net nhu sau:

Net O: NN = 131.110.0.0/21 Net 16: NN= 131.110.128.0/21
B = 131.110.7.255/21 B = 131.110.135.255/21
Net 1: NN = 131.110.8.0/21 Net17: NN= 131.110.136.0/21
B = 131.110.15.255/21 B = 131.110.143.255/21
Net 2: NN = 131.110.16.0/21 Net 18: NN= 131.110.144.0/21
B = 131.110.23.255/21 B = 131.110.151.255/21
Net 3: NN = 131.110.24.0/21 Net19: NN= 131.110.152.0/21
B = 131.110.31.255/21 B = 131.110.159.255/21
Net 4: NN = 131.110.32.0/21 Net20: NN= 131.110.160.0/21
B = 131.110.39.255/21 B = 131.110.167.255/21
Net 5: NN = 131.110.40.0/21 Net21: NN= 131.110.168.0/21
B = 131.110.47.255/21 B = 131.110.175.255/21
Net 6: NN = 131.110.48.0/21 Net22: NN= 131.110.176.0/21
B = 131.110.55.255/21 B = 131.110.183.255/21
Net 7: NN = 131.110.56.0/21 Net23: NN= 131.110.184.0/21
B = 131.110.63.255/21 B = 131.110.191.255/21
Net 8: NN = 131.110.64.0/21 Net24: NN= 131.110.192.0/21
B = 131.110.71.255/21 B = 131.110.199.255/21
Net 9: NN = 131.110.72.0/21 Net25: NN= 131.110.200.0/21
B = 131.110.79.255/21 B = 131.110.207.255/21
Net 10: NN= 131.110.80.0/21 Net26: NN= 131.110.208.0/21
B = 131.110.87.255/21 B = 131.110.215.255/21
Net11: NN= 131.110.88.0/21 Net27: NN= 131.110.216.0/21
B = 131.110.95.255/21 B = 131.110.223.255/21
Net12: NN= 131.110.96.0/21 Net28: NN= 131.110.224.0/21
B = 131.110.103.255/21 B = 131.110.231.255/21
Net 13: NN= 131.110.104.0/21 Net29: NN= 131.110.232.0/21
B = 131.110.111.255/21 B = 131.110.239.255/21
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Net14: NN= 131.110.112.0/21 Net30: NN=
B = 131.110.119.255/21 B =
Net 15: NN = 131.110.120.0/21 Net31: NN=
B = 131.110.127.255/21 B =

Chon Net 31 chia nho mai mang 2'° — 2 (host)
—> S6 bit host-id = 10

Sé bit hién tai cua host-id = 32 - 21 =11
— S4 bit muon cua octety =11 -10=1
— NNs =2' =2 (Net)
— S4 bit host-id cua octety =10 -8 =2

—BNy=2* =4
Chia lam 2 net nhu sau:
Net 30.0: NN= 131.110.248.0/22 Net 30.1: NN =
B = 131.110.251.255/22 B =

Bai 5.8. Chia mang con dang 6

5.8.1. Yéu ciu
Hay gom céc IP sau thanh mot mang
IP1:171535.123.31/20
IP2: 171.55.1.85/20
IP3:171.55.77.113/20

5.8.2. Diéu kién thuc hi¢n
— Hiéu 13 phan 16p ctia IPv4.
5.8.3. Huéng dan thuc hién
Nhan dang lop: 128 < 171 <192
— Cac IP trén thudc l6p B
IP1:172.55.0111|1011.31
IP2: 172.55.0101|0101.85
IP3: 172.55.0100/1101.113
Ta thiy Network-id cua 3 IP khac nhau
— 3 IP trén khac mang

Dé 3 IP trén cing mang thi chi muon 2 bit

131.110.240.0/ 21
131.110.247.255/21
131.110.248.0/ 21
131.110.255.255/21

131.110.252.0/ 22
131.110.255.255/22
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— Subnet Mask c06 20 — 2 = 18 (bit)
Lac nay cac IP la:
IP1:172.55.01j111011.31 = 171535.123.31/18
IP2:172.55.01/010101.85 = 171.55.1.85/18
IP3:172.55.01|001101.113 =: 171.55.77.113/18

Bai 5.9. Bai toan chia mang trong thuec té
5.9.1. Yéu ciu

— Cong ty A hién tai cd hé thong gom 3 nhanh mang nhu sau: nhanh thtr nhat ¢ 17
may tinh, nhanh thr 2 ¢6 15 may tinh va nhanh tha 3 ¢6 25 may tinh (Hinh 5.1).

Fua
PC-PT
PC101

ﬁ

2521%

Router

950 24 ,
Switchi

-—:' "

PC-PT

PiZ117

-,

T e
\

. ‘ PCz201
2950-24 _
Switchl
-—:‘.‘l
PC-PT
PC215

) ! / ET‘

PC301
2950-24
Switchz

PC-PT
PC325

Hinh 5. 1 — M6 hinh mang thuc té

— Hay dung mét duong mang cho truse la 192.168.1.0/ 24 chia theo yéu cau sau:

mdi nhanh mang téi da 29 may, cé cac duong mang du phong cho sy phat trién vé
sau va cac may tinh déu PING thay nhau.

IC
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5.9.2. Diéu kign thuc hién
— Biét st dung Cisco Packet Tracer dé thiét 1ap va kiém tra.

5.9.3. Hudéng din thuc hién
1. Sir dung Cisco Packet Tracer thiét 1ap ding mé hinh mang trong hinh trén, dbi
v6i Router0 (chu y phai dung loai router 1a 2621XM) dé thém cong FastEthernet
cho Router0: Nhan dip vao <Router0> — Chon tab <Physical> — Tat ngudn
cho router — Thém card <NM-2FE2W> bing cach kéo tha vao khe mé rong cia
router — Bat ngudn cho router.

2. Chia mang con: mdi dudng mang can 29 host — s bit phan host-id 13 6 (2° = 32
— 3 =29 host) 1 IP danh cho Network, 1 IP danh cho Broadcast, 1 IP danh cho
Default gateway — S bit muon 12 8 — 5 =3 — S Net: 2° = 8 net (con 5 mang
con danh dé phat trién hé théng> — BN = 2° = 32 — IP cua cac thiét bi (Hinh

5.2).
I IP: 192.168.1.2} 255,255,255, 224
Meb: 192,168, 1.0/ 27 S, Vi 192.168.1.1
PC-PT
‘ PC101
£550-24 \
Switchi -~ I IF: 192.168.1.15/ 255.255,255.224
T GWi192.168.1.1
PC-PT
IP: 192.168.1.1) 255,255,255, 224 PC117
e
il
i —
e ol IP: 192.168.1.33] 255.255.255.224 I IP: 192,168, 1,34/ 255,255,255, 224
T = Gw:192.168.1.33
Net: 192.168.1.32) 27 2]
Ruuterﬂ\ PC-PT
.
IP; 192,168, 1,65/ 255,255, 255,224 ‘ PCea01

2950-24 \ .
Switchl IP; 192,168.1,35] 255,255,255, 224

W GW:192.168.1.33
PC-PT
PC215

IF: 192, 168,166/ 255,255, 255,224
Net: 192.168.1.64f 27 D,r G 192,168, 1,65

7
h PC-PT
PC301

2950-24 \
Switchz
~ I IF: 192.166.1.90) #55,755.255.274
U G 192.168.1.65
PC-PT
PC325

Hinh 5. 2 — Chia mang con cho céng ty A

3. Cau hinh IP cho PC: Nhap dlp Ién titng PC <PC0> — Chon tab <Desktop> —
Chon <IP Configuration> (Hinh 5.3).

4. Cau hinh IP cho cac port router: Nhap ddp vao <Router0> — Chon tab <Config>
— Chon port <FastEthernet0/0> (Hinh 5.4).
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IP Configuration

) DHCP

@ Static @

IP Address 192.1658.1.2 @
Subnet Mask 255.,255.255.224 @
Default Gateway 192,168.1.1 @

DMS Server

Hinh 5. 3 — Cdu hinh IP cho PC

“* RouterD
Physical Config CLI
| GLOBAL
[ Seftings FastEthermeat/0
[ algorithrn Settings Port Status @ on
|  ROUTING )
: Bandwidth Auto
[ Static
[ RIP 10 Mbps 100 Mbps
| INTERFACE Duplex Auto
[ FastEtherneto/o Full Duplex Half Duplex
| FastEtherneto/1
[ FastEtherneti/ 0 MAC Address 0ooo.0Cchs.6801
| FastEthernet1/1 IP Address 192,168.1.1 @
Subnet Mask 255.255.255.2244 @
T Ring Limit 10

Hinh 5. 4 — Cdu hinh IP cho router

Bai 5.10. Cisco Subnets Calculator hé trg chia mang con
Cisco Subnets Calculator 13 tmg dung hd trg quan tri vién chia mang con, dong thoi
c6 h¢ thong bai tap gitip sinh vién thuc hanh chia mang con.

5.10.1. Yéu cau
— Sir dung chwong trinh Cisco Subnets Calculator dé chia mang con.

5.10.2. Piéu kién thue hién
— Poc qua tai liéu huéng dan sir dung Cisco Subnets Calculator.

5.10.3. Huéng din thuwc hién

1. M& <Cisco Subnets Calculator> — Chon option <Decimal —> Binary> Déi truc
tiép tr thap phan sang nhi phan (néu chon option <Binary —> Decimal> thi
nguoc lai) — Chon option <Answer Mode> ché do tra 161 (ché d0 <Quiz Mode>
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la kiérr} tra sinh vién phai chon tra 161) — Nhép vao IP <10.11.12.13> (Hinh 5.5)
— Nhan nat <Show Me>, chuong trinh déi IP thanh s6 nhi phan, va xac dinh 16p
cua IP.

2. Chia mang con thi tdy theo dé bai nhap thong tin — Nhan ndt <Show Me> (Hinh
5.6)
Bits Allocated to Subnet: chia theo sé bit muon.
# of Subnet: chia theo s6 mang con.
Hosts/subnet: chia theo sb host trong mdi mang con.
Subnet mask: chia theo Subnet mask.

m. Internet Protocol Subnet Logical Online Wao S| Internet Protocol Subnet Logical Online Wol

File  Help File Help
Converzion Direction ' Converzion Direction
i* Decimal -» Binany i Binany -» Decimal i* Decimal -» Binany i Binany -» Decimal

9

o | 11 o 12 | 13 1w | 11 | 12 | 13

| | | ol 00001010 g fO00010H g [0000T00 {00000

Licenze | — Licenze
) &
r B r B
{ 'L { 1L
Subnetting: Subnetting:
Bitz Allocated to Subnet: Bitz Allozated to Subnet:
# of Subnets: | Hosts £ zubnet: # of Subnets: | Hosts £ subnet:
Subnet Mazk: | | | | Subnet Mazk; | | | |
L ] L} L L ] L} L
| Shiow Me Fiun Calculator Show Me Fiun Calculatar
Beset Me Quit Me 2 1998-2001 Beset Me Quit Me & 15398-2001
Michelzoft Michelzoft

Hinh 5. 5 — Déi Decimal sang Binary
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= |nternet Protocol Subnet Logical Wnline Woks heet

File Help
= Conversion Direction

Metwork, Address Broadcast Addres

f«" Decimal -» Binary i Binary -» Decimal
Tt Subnet |10.0.0.0 [10.31.255.255
T ] 11 ] 12z | 13 2nd Subret [10.32.0.0 1101.53.255. 255
3rd Subnet [10.64.0.0 10.95.255,255
[oo001010 g JoD0DION o [0000100 00001101
4th Subnet [10,96.0.0 10.127.255.255
License Sth Subnet [10.126.0.0 10159255 255
(o A
g Bth Subnet [10160.0.0 110.191.255. 255
L fthSubnet (1019200 110,223, 255, 255
Sth Subnet [10.224.0.0 10,255, 255, 255
Subnetting:

Bits Allocated to Subnet: 3 @

# of Subnets: | a Hosts /# subnet: 2057152

SubretMask: | 255 | zz24 | 0 | DO
| Show ke Fun Calculator

Bezet Me Quit te & 1933-2001
Michelzoft

Hinh 5. 6 — Chia mang con bang Cisco Subnets Calculator
Bai 5.11. Lam bai kiém tra véi Cisco Subnets Calculator

5.11.1. Yéu cau
— Sir dung chuong trinh Cisco Subnets Calculator dé 1am bai kiém tra.

5.11.2. Piéu kién thue hién
— Pi biét chia mang con va biét str dung Cisco Subnets Calculator.

5.11.3. Huwéng din thwce hién
— Chon option <Quiz Mode>, dé bai cho mot IP (Decimal hodc Binary) — Tra loi
xong nhan nat <Check Me>, nhitng 6 nao c6 mau hong 1a tra 161 sai — Nhan nit
<Reset Me> d¢ lam bai khac.
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|:||§|rg| =, |nternet Protocol Subnet Logical Online Wo

%! |nternet Protocol Subnet Logical Online Worksheet

File Help File  Help
S Conwversion Direction Nehwark Address Broadoast Address ‘&~ Conwergion Direction
+ Decimal -» Binary ™ Binary -» Decimal » Decimal -» Binary " Binary -» Decimal
TstSubret  [197.212.19.0 [197.21219.31
| ol ol ol 2nd Subnet  [197.212.19.32 [197. 21219863 [ | | N
3rd Subnet  [157. 2121964 [197.21219.95
[tooman , [riototo - fooomon [ aooai [mooow01 | 4 [notooo | foaoteon | - 1ioooon
4thSubnet  [197 212.19.96 [197. 21219127
Ueerise BthSubnet  [197.212.19.128 [197.212.19.159 Lerss
A -
Bth Subnet  [157.212.19.160 [197.21213.191
B {18
& C 7thSubnet 19721219192 [197.212.19.223 oL
Gth Subnet  |197 212.19.224 [197.21219.258
Subnetting: Subnetting:
Bits Allocated to Subnet: 3 Bits Allocated to Subnet: 3
Sai
# of Subnets: ] Hosts / subnet: 2 # of Subpets: a Hosts / subnet: -
SubretMask: | 255 | 255 | 285 | 224 SubnetMask: | 255 [ 286 [ 25 [ 224
’V Ehecl_<Me Show Me ‘ Run Calculatar Checlee Show Me ‘ Fun Calculatar
®ﬂeset Me Quit Me ‘ ® 13382001 Reset Me ‘ Quit Me ‘ @ 1998-2001
Michelzoft Michelsoft

Hinh 5. 7 — Lam bai kiém tra véi Cisco Subnets Calculator
Bai 5.12. Cai dat IPv6

5.12.1. Yéu cau
1. Kiém tra IPv6 di cai dat hay chua.
2. Cai dat IPv6.
3. Go bo IPv6

5.12.2. Piéu ki¢n thue hién
— Hiéu céu trac IPv6.
5.12.3. Huwéng din thuwc hién

1. Cach 1: <Start> — <Run> — <cmd> — GO0 Iénh <netsh interface ipv6 show
interface> — Nhan phim <Enter> (Hinh 5.8).

C:sDocuments and Settings“~Adminiztrator?netsh interface ipvb show interface
RQuerying active state...
Idx Met MTU State Mame

5 a 1588 Connected WAN

4 2 1288 Disconnected Teredo Tunneling Pseuwdo-Interface

3 1 128 Disconnected 6tod Pzeudo-Interface

2 1 1288 Disconnected Awutomatic Tunneling Pszseudo-Interface

1 A 1588 Connected Loopbhack Pseudo—-Interface

Hinh 5. 8 — Kiém tra IPv6
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Céach 2: Phai chuot <My Network Places> — Chon menu <Properties> — Phai
chudt I&n connection can kiém tra <WAN> — Chon menu <Properties> — ACL
<This connection uses the following items>, check <Microsoft TCP/IP version
6> (Hinh 5.9).

G

eneral I Authentication I Advanced I

Connect uzing:

B8 |ntellR) PRO/1000 MT Metwark Can

Thiz cohnection uses the following items:

.@1 File and Printer Sharing for Microgoft Mebwork s

%= Microsoft TCPAIP version B

O @ Metwork Load Balancing ;I
|
||

|:I| S Intermet Protocol [TCPAIR) |
4 3

Inztall... | Urinztall | Froperties |

— Dezcription

Allows wour computer bo access resources oh a Microzoft
nietwork,

v Shaw icon in notification area when connected
[v Watify me when thiz connection has limited or no connectivity

K | Cancel |

Hinh 5. 9 — Kiém tra hoat déng IPv6

2. Céch 1: <Start> — <Run> — <cmd> — G0 Iénh <netsh interface ipv6 install>

Cach 2: Phai chuot <My Network Places> (Hinh 5.10) — Chon menu
<Properties> — Phai chuot I€n connection <WAN> — Chon menu <Properties>
— Tab <General>, nhan nut <install..> — Hop thoai <Select Network

Component Type>, Chon <Protocol> — Nhan nit <Add...>

L WAN Propert

Connect using:

I B3 IntellR) PROATOC

This connection uzes tk

(] 'Client far Micrc

[ = 1 etwork Load
O .@; File and Printel
[[] % Intemet Protoc

Oz

r— Diezcription

Allows your computel
rietwark,

General |.&uthenticati0n m

2|

Select Network Protocol e |

LClick the type of netwark companent pyou i

B Client
@ Service

T Protocol

— Description

A protocol

communicate with ather computers.

Click the Metwork, Protocol that you want to install, then click OF. If you have
3 ah inztallation disk for this component, click Have Disk.

Metwork. Pratocaol

iz a language your computer L ﬁ.ﬁppleTalk Protacal
b4 | icrosaft TCP/IP version 6
S Network Moritor Driver

@

¥ Relisble Mulicast Pratocal
Add)
jJ This driver iz digitally signed.

| Tell me why driver sighing is important

S5 NwLink IP/S PN etBI0S Compatible Transport Pratocol

Hawe Diske... |

¥ Show icon in notification area when connected
¥ Motify me when thiz connection has limited o no connectivity

@ ak. I Cancel |

Hinh 5. 10 — Cai dat IPv6
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3. Cach 1: <Start> — <Run> — <cmd> — G0 Iénh <netsh interface ipv6 uninstall>

— Restart may tinh.

Céach 2: Phai chuot <My Network Places> — Chon menu <Properties> — Phai
chqét Ién connection <WAN> — Chon menu <Properties> — Tab <General>,
nhan nat <Uninstall...> — Nhan nut <Yes> — Restart may tinh

Bai 5.13. CAu hinh IPv6

5.13.1. Yéu ciu
1. Kiém tra dia chi IPv6.
2. CAu hinh IPv.

3. Thém mot dia chi IPv6 vao interface.

5.13.2. Piéu kién thuwe hién
— Hiéu céc loai IPV6.

5.13.3. Huéng din thwc hign

Ethernet adapter WAM:

Cubnet Mazk

GC:“Documents and Settings“Administrator*ipconfig ~all

Connection—specific DMNS Suffix
Description . . . . . . .
Physical Address. . . . .
DHCP Enabled. . . . . . .
IP Address. . . . . . . .

- 955 9CE aco

IPF Address. . . . . . . .

e - - - = feBB::28c:29ff:feBb:31Ffx5

Tefault Gateway . . - - -
DHS Servers . . . . . . .

e = = = = FecB:P:B:Ffff--1ix1

fecB:B:BA:FFff--2x1
fecB:B:@A:FFfff:-:-3x1

- = - - = Intel{R> PRO-1888 MT Network Connection
. - - - & BA-BC-29-B6-31-FF
- - - - = Ho

e - - . = 192 168.1.12

Hinh 5. 11 — IPv6 tw cdp phat

Querying active state...

C:~Documents and Settings“Administratornetsh interface ipub show interface "WAN

Interface 5: WAN

Link—Layer Address

Addr Type DAD State Ualid Life Pref. Life Address
ﬂﬁnk Preferred infinite infinite |feBB::20c:=29ff :feBb:31ff
Connection Mame = WAN

GUID : {AA??CEE2-3C38-418F-AFC4-9AAEL774D?AD>
State : Connected

Metric HI

Link MTU : 1588 hytes

True Link MTU : 1588 hytes

Current Hop Limit - 128

HReachahle Time : 2bs

Baze Reachahle Time : 3Bs

Retransmission Interval : 1s

DAD Transmits H |

DNHS Suffix H

Firewall : disabled

Gite Prefix Length : 48 bits

Zone ID for Link L

Zone ID for Site H |

lzes Meighbor Discovery : Yes

Bends Router Advertisements : HNo

Forwards Packets No

! AP-Bo-29-B6—31—FF

Hinh 5. 12 — Xem IPv6 ciia card mang WAN
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1. <Start> — <Run> — <cmd> — G& 1énh <netsh interface ipv6 install> dé cai
IPv6 — G& 1énh <ipconfig /all> xem IPv6 tu cdp phat (Hinh 5.11) (mdt interface
phai o t6i thiéu 1 IPv6). C6 thé dung 1énh <netsh interface ipv6 show “WAN">
dé xem thong tin chi tiét connection WAN.

2. <Start> — <Run> — <cmd> — GO Iénh <netsh interface ipv6 set address
“WAN” 2001:db8::a>, cau trdc Iénh nhu (Hinh 5.13).

Hlzage: set address [interface=1<{string> [addresz=1{IPvt address>
[[type=lunicastianycast]
[[validlifetime=1<{integer>iinfinitel
[[preferredlifetime=1<integer>iinfinitel
[[ztore=lactive ipersistent]

Hinh 5. 13 — Cdu hinh IPv6

3. <Start> — <Run> — <cmd> — GO Iénh <netsh interface ipv6 add address
“WAN” 2001:db8::al>, cau trdc I¢nh nhu (Hinh 5.14).

Usage: add address [interface=1{string> [address=1{IPuvbt address>

[[type=lunicast lanycast]
[[validlifetime=1<{integer>iinfinitel
[[preferredlifetime=]<integer>iinfinite ]
[[store=lactive iperzistent]

Hinh 5. 14 — Thém IPv6 cho card mang

Dung Iénh show interface xem lai IPv6 (Hinh 5.15).

C:~*netsh

0k.

Ok.

netzh*interface
netsh interface>ipvb
netsh interface ipub>zet addressz “WAN'" 2001 :dh8::a

netsh interface ipvbradd addressz “WAN'" Z0@1:db8::zal

netsh interface ipuvb*zhow interface "WAHY
Querying active state...

Interface 5: WAN

Addr Type DAD State UValid Life Pref. Life Address ion
Manuwal Preferred infinite infinite 2881 :dh8::ail
Hanual Preferred infinite infinite 2881 :db8::a
Link Preferred infinite infinite fel8B::2B8c:2?ff:fe@b:3Jiff
Connection Mame = WAN
GUID : {AA?PCEE2-3C38-418F-AFC4-9AAEL?4DIAD>
State : Connected
Metric H
Link MTU : 1588 hytes
True Link MTU : 15688 bytes
Current Hop Limit : 128
Reachahle Time : 2b=s
Base Reachahle Time : 38s
Retransmission Interval t 1s
DAD Tranzmits 1
DHS Suffix :
Firewall : diszahbhled
Site Prefix Length : 48 bits
Zone ID for Link : 5
Fone ID for Site 1
Uses MHeighhor Discovery : Yes
Sends Router Advertisements @ Ho
Hinh 5. 15 — Xem cau hinh IPv6
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Bai 5.14. St dung Iénh PING trong IPv6

5.14.1. Yéu cau

— CAu hinh IPv6 dé PCO1 ping -6 thiay IP02 (Hinh 5.16), dung lénh tracert dé kiém

tra.

N

PElT

[Pvd: 192 168.
[PvG: 2001:db&::a

J- ?!!.J-
PEO2
1.1 [Pvd: 192 168.1.12

Switch

IPvE: 2001:db8::h

Hinh 5. 16 — M6 hinh mang LAN dung IIPv6

5.14.2. Diéu kién thuwce hién
— Hiéu rd cac loai IPV6.

5.14.3. Huéng din thwce hign

1. PCO1: <Start> — <Run> — <cmd> — GO 1énh <netsh> — <interface> —
<ipv6> — <set address “WAN” 2001:db8::a>

2. PC0O2: <Start> — <Run> — <cmd> — GO Iénh <netsh> — <interface ipv6> —
<set address “WAN” 2001:db8::b>

3. PCO1: <Start> — <Run> — <cmd> — GO 1énh <ping -6 2001:db8::b> (Hinh

5.17)

Packets:

C:~>ping —6 20801 :-db8::h
Pinging 2081 :db8::h from 28001 :-db8::a with 32 bhytes of data:

Reply from 2001 :dbh8::-h:
Reply from 2881 :db8::-h:
Reply from 2881 :db8::-h:
Reply from 2801 :db8::-h:

time=bms
time=4ms
time=1ms
time=2ms

Ping statistics for 20801:dh8::h:
Sent = 4, Recedived = 4, Lost = 8 (@ lossl,
Approximate round trip timez in milli-—=seconds:

Minimum = ims,. Maximum = 6mz,. Average = 3ns

Hinh 5. 17 — Sur dung PING cho IPv6

4. <Start> — <Run> — <cmd> — G0 I¢nh <tracert —d -6 2001:db8::a> (Hinh 5.18)

1

Trace complete.

£1 ms

C:w>tracert —d —6 2001 :db8::a
Tracing route to 2001 :dbB::-a over a maximum of 3@ hops

<1 ms

<1 ms

20601 :db8::a

Hinh 5. 18 — Lénh Tracert cho IPv6
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Bai 5.15. IPv6 trong Cisco Packet Tracer

5.15.1. Yéu ciu
— Céu hinh IPv6 dé PCO1 ping -6 thdy 1P02, dung Iénh tracert dé kiém tra (Hinh

5.19).
] __.—-""'"-—- 2850 5 \
- e 'm

F U
PC-PT
Pz0

el
PC-PT
Pzl

Hinh 5. 19 — M6 hinh LAN trong Cisco Packet Tracer

5.15.2. Piéu kién thue hién
— Str dung duoc Cisco Packet Tracer.

5.15.3. Huéng din thwc hi¢n
1. Chon thiét bi va két ndi nhu hinh v&.
2. Nhap dap <PC0> — Chon tab <Config> — Chon <FastEthernet> — Trong muc

<IPv6 Configuration>, Nhap <IPv6 Address: 2001:db8::a> (twong tuy cho PC1:
2001:db8::b>.

3. Nhap dap <PC01> — Chon tab <Desktop> — Chon <Command Prompt> — G0
Iénh <ping 2001:db::b> (Hinh 2.20) — G0 Iénh <tracert 2001:db8::b>.

PC=ping Z001:dbE2::h

Pinging Z001:dbhE::bh with 32 bytes of data:

Beply from Z001:DES::
Beply from Z001:DES::
Peply from Z001:DES::
Beply from Z001:DES::

bytes=32Z time=4T7m=s TTL=1ZE&
bytes=372 time=63m=s TTL=1ZE
bytes=27Z time=cZm=s TTL=1ZE8
bytes=32Z time=c3m=s TTL=1ZE&

mmmm

Ping statistics for Z001:DES::B:

Packet=s: Sent = 4, Receiwved = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Mindimum = 4Vms, Maximum = &3ms, Awverage = LZms
PCrtracert Z001:dbE::hb

Tracing route to Z001:db2::b over & maximuam of 20 hops:

1 53 m= 5323 = 53 s ZO001:DES: -E

Trace complete.

Hinh 5. 20 — IPv6 trong Cisco Packet Tracer

Bai tdp mgng may tinh va quan tri mang Trang 57



Chwong 5 - Dja chi IP

Bai 5.16. Bai tap lam thém.

Cau 5.16.1. Lam kiém tra IPv6 bang Cisco Subnets Calculator
a. Lap bang tong két IPv4 va IPv6.

b. Str dung phan mém Cisco Subnets Calculator & ché d6 Quiz dé giai 10 bai toan
dugc dua ra)

Cau 5.16.2. Trd loi cdu héi vé IPv4
Giai cac bai toan sau:
a. Hay cho biét 16p, NN, B va c6 chia mang con hay khong cta cac IP sau:
— 3.82.16.7/12
— 15.255.94.135/17
— 121.82.45.111/29
— 171.66.34.37/19
— 189.45.123.49/27
— 195.45.127.62/25
b. Cho biét cac cap IP trén cing mang hay khong?
— 175.45.56.111/19 va 172.45.78/19
— 10.56.34.177/25 va 10.56.34.183/25
— 203.46.94.38/27 va 203.46.94.152/27

C. Chia IP: 172.56.43.13/16 thanh 4 mang mdi mang c6 1013 — 2 (host), 1 mang c6
1012 (host) va 4 mang c6 1024 (host).
d. Hay liét ké cac host cung mang véi cac IP sau:
— 10.200.10.18/255.192.0.0
— 10.200.10.18/255.255.224.0
— 10.100.18.18/255.255.255.240
e. Hay gop cac IP sau sao cho ching cung mang:
— 128.56.112.7/24
— 128.56.116.56/24
— 128.56.166.123/24
— 128.56.118.34/24

Cau 5.16.3. Chia mang con IPv4

— Str dung mot dudng mang cho trude 1a 172.16.1.0/16 chia theo yéu cau sau: mdi
nhanh mang t6i da 4094 may, c6 cac dudng mang du phong cho sy phat trién vé sau
va cac may tinh déu ping thay nhau (dung Cisco Packet Tracer dé thiét 1ap va kiém
tra) (Hinh 5.21).
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2421 %
oute r\
0 4
/ﬁWltc |tc

=) ot
PC-PT 24 PC- pT gfalied

PC-PT PC-PT

PCO pCl /Smtcr‘\ P PCE /w.tch\
-

J - -
PC-PT PC-PT PC-PT PC-PT
PC2 PC3 PC7 PCE

Hinh 5. 21 — Chia mang con IPv4

Cau 5.16.4. Ciu hinh IPv6
— Sir dung phan mém Cisco Packet Tracer ciu hinh IPv6 sao cho PCO, Server0,

Laptop0 théng mang (Hinh 5.22).
/s:;rr
Serverd

4 2950-
ol Switcho
PC-PT
PO

A
Laptop-PT
Laptopl

Hinh 5. 22 — M6 hinh mang IPv6

Céau 5.16.5 Trd loi cac cau hoi
a. V& bang tom tic 3 16p IP A, B, C.

b. Trinh bay cac khai niém: network-id, host-id, subnet-id, subnet mask, subnet
mask default, broadcast.

c. Trinh bay cac dia chi IP cua 3 16p A, B, C khong duogc danh cho host.
d. V& bang tom tat IPV6.

e. Trinh bay khai niém dia chi private va public, co ché nao cho phép chuyén
doi gitra hai dang dia chi.

f. V& hinh va trién khai mot mang véi 5 doan mang ding IPv6.
g. Phan tich cau “T6i thay chia IP con tén IP hon”, néi vay dung hay sai?
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PHAN 2 - BAl TAP QUAN TRI MANG
CHUONG 6 - MO HINH WORKGROUP

% Muc tiéu chwong 6
Sau khi hoc xong sinh vién:

— Quan ly dugc tai nguyén trén mo hinh ng dung mang Workgroup.
Bai 6.1. Tao user cuc bo

6.1.1. Yéu ciu
— Tao user cuc bo (Local user) trén W2Ka3.

6.1.2. Piéu kién thuc hién
— CO6 quyén quan trj hé thong.

6.1.3. Huéng din thuc hién
1. Logon <Administrator> — Phai chudt <My computer> — Chon menu
<Manage> — Chon <System Tools> (Hinh 6.1) — Chon <Local userand group>
— Chon <Users>

Q Computer Management fLocal) | | Mame | Full Mare | Descripk
Eﬁﬁ System Tools 1 @.ﬁ.dministramr Ewilk-in
@ Ewent Yiewer EGuest Built-in 2
- [ Shared Folders B SUPPORT_38... CM=Microsoft Corporation...  This is a
Local Users and Groups @

4] Users
..... ﬁ Fabm Ims

Hinh 6. 1 — Tao user trong Windows Server 2003

2. Phai chudt <Users> — Chon menu <New Users> — Nhap <User name: Ul>
(Hinh 6.2) — Nhap <Full name: Nguyen Van A> — Nhap <Password:
P@ssword01> — Nhap <Comfirm password: P@ssword01> — Bo check <User
must change password at next logon> — Chon check <Password never expires>
— Nhian nGt <Create> — lam twong ty dé tao U2/P@ssword02 va
U3/P@ssword03 — Nhan nit <Close>.

pewuser x|

Uszer name: IU'I

Full narme: INgu}len Wan &

Description: I

Paszword: I oooooooooo

LConfirm paszsword: I 0000000000

= User must change password|at nest logon

[ User cannot change password

[ Account is disabled

Create I Cloze |

Hinh 6. 2 — Nhdp thong tin cho user
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3. <Start> — Chon <Shutdown> (Hinh 6.3) — Muc <What do you want...>, chon

<log off Administrator> — Nhan nt <OK>

Shut Down Windows

MCTOSOIT

¥ Windows Se
' Enterprise Edition k.

Copyright & 1885-2003 Microsol Corporation

pOwWer,

@ what do wou want the computer ko do?

iLog off Administrator

Ends vour session, leaving the computer running on Full

Shutdown Event Tracker

shut down the computer

Option:

Select the option that best describes whey vou want to

¥ Elarmed

IOther (Planned)

Cornrment:

-

& shukdown or restart For an unknown reason

]

Cancel I

Help

Hinh 6. 3 — User dding xudt
4. Hop thoai <Log On to Windows>, nhap <User name: Ul> — <Password:

P@ssword01> — Nhan <OK>

5. Logoff khoi <U1> — Logon vao <Administrator> — <Start> — <Run> — Chay
Iénh <compmgmt.msc> — Chon <System tools> — <Local user and group> —
<Users> — Phai chudt Ién <U1> — Chon menu <Properties> (Hinh 6.4) — tab
<General>, check <User must change password at next logon> — Nhan n(t

<OK>.

L <y

U1 Properties

Remate control I Terminal Services Profile I
General | Member Of | Profle | Envionment |  Sessions

2 x|

Dial-in

Full name: INgu_l,len War b,

Dezcription: |

Iw' illzer must change password at next logor

I™ | Uzer cannot change password

I™ | Bazeword never expires
[~ Account iz dizabled
I Locount iz locked out

o |

Cahcel |

Apply

Hinh 6. 4 — Thay doi password lan ding nhdp tiép theo
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6. Logoff <Administrator> — Logon <U1> — Hé théng yéu ciu thay doi
password, Nhap <Old Password: P@ssword01> — <New Password:
Newp@ss01> — <Confirm New Password: Newp@ss01> — Nhan nut <OK>,

7. Log off khoi <U1> — Log on vao <Administrator> — <Start> — <Run> —
Chay Iénh <compmgmt.msc> — Chon <System tools> — <Local user and
group> — <Users> — Phai chuét Ién <U1> — Chon menu <Properties> (Hinh
6.5) — tab <General>, check <Account is disabled> — Nhan nit <OK>.

Remate cantral I Teminal Services Profile I Dhial-ity
General I tember OF I Prafile I E nviranment I Seszionz
Qg .

Full name: INgu_l,len Wan b
Deszcription; I

[T User must change passward at nest logon
[T User cannot change password

[~ Password never expires

¥ Account is dizabled

[T sccountis locked out

Cancel | Apply |

Hinh 6. 5 — Disable mot tai khoan

8. Logoff <Administrator> — Logon <U1> — H¢ thong khong cho phép U1 ding
nhap nira, logon <Administrator> — <Start> — <Run> — <compmgmt.msc> —
<System tools> — <Local suer and group> — <Users> — Phai chuot Ién <U1>
— Chon menu <Properties> — tab <General>, bo check <Account is disabled>
— Nhan nit <OK>.

Bai 6.2. Tao group cuc bd

6.2.1. Yéu ciu
— Tao group cuc bo (Local group) trén W2K3.

6.2.2. Diéu kién thuc hi¢n
— C6 quyén quan trj hé thong.

6.2.3. Huwong din thwce hién
1. Logon <Administrator> — Phai chudt <My computer> — Chon menu

<Manage> — Chon <System Tools> — Chon <Local userand group> — Chon
<Groups> (Hinh 6.6).
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Q File  Action  Yiew  Window

Help

E Computer Managenent

=101 x|

=181

& | BE DR 2=

Q Computer Management (Local)
Eﬁ& Syskem Tools

-] Evertt Viewer

% Shared Folders

- #7 Local Users and Groups

& Disk Defragmenter
g Disk Management
EEI--& Services and Applications

Marne

| Description

@.ﬁ.dministratnrs
gﬁackup Operators
%, Distributed COM Users

gGuests

gNetwnrk Configuration ...

gPerFDrmance Log Users

gPerFDrmance Maonitar L.,

gPDwer Isers

gPrint Cperators
gRemnte Deskiop Users
gReplicatDr

gUsers
gHelpSEWicesGmup
gTelnetCIients

< | »

Administrators have complete and ...
Backup Operators can override secu., .,
Members are alowed to launch, acki...
Guests have the same access as me...
Members in this group can have som. ..
Members of this group have remote | .,
Members of this group have remoke |,
Pawer Users possess most adminiskr, ..
Members can adminisker domain prin. ..
Members in this group are granked £,

Supparts file replication in a damain

Users are prevented From making ac. ..
Group For the Help and Support Cenker
Members of this group have access &, .,

Hinh 6. 6 — Tao group cuc bo
2. Phai chuot <Groups> — Chon menu <New Group> (Hinhr6.7) — Nhap tén
<Group name: PKT> — <Description: Phong ke toan> — Nhan nat <Create> —
tiep tuc tao group PKD/Phong kinh doanh — Nhan nat <Close>.

Neworoun 21 x|
Group name: IPKT
Description; IF'hDﬂEI ke toan
Members:
Add. . Bemove |
Create I Close |

Hinh 6. 7 — Thong tin cua group

3. Phai chuot <PKT> — Cholj menu <Properties> — Nhan nit <Add...> — Nhan
nut <Advanced...> — Nhan nat <Find Now> (Hinh 6.8) — Trong <Search

Results>, chon <U1> — Nhan nit <OK> dé thém U1 vao group PKT
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Select thiz object type:

IUsers or Built-in zecurity principals Object Types...

From this location:
IF'ED'I Locatiohs. ..

Common Queries |

Narme: Ista[tgwithj I Colummns...

Deseription; IStartswith j | Find Maw

™| Dizabled sccounts Stop
™| Man expiting passward

[Mays zinee last logom I "l

& |l LL

] | Cancel

Search rezults:

Name [RDM] | In Folder N
7 NETWORK

O NETWORK 5.

€ REMOTE INT...

€7 SERVICE

€& SUPPORT_ 3. PCOI
€7 5vSTEM

€7 TERMIMNALS...

L 43101 PC
U PO
U3 S]]

Hinh 6. 8 — Thém user vao group

4. Phai chugt <PKT> — Chon menu <Properties> — Nhan n(t <Add...> — Nhap
<Enter the objects name to select: U2;U4> — Nhan n(t <Check Names> — H¢
théng bao khdng tim thdy U4, chon option <Remove “u4” from selection> (Hinh
6.9) — Nhan nlt <OK>.

An object named "ud" cannot be found. Check the selected object types and location for
accuracy and enzure that you typed the object name comectly, or remove this object from the
zelection,

™ Comect thiz object infarmation and zearch again

Select thiz objest upe:

ILlsers o Built-in security principals Object Types...

Eronn thiz lacation;
IF'EE” Locations...

|

Enter the object name:
|u4

* Femove "ud" from selection

(] I Cancel

Hinh 6. 9 — Loai bo user u4
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5. Hop thoai <Select Users>, ta thay PC01 c6 U2, Nhan nit <OK> dé thém U2 vao
group PKT (Hinh 6.10) — tuong tu thém U3 vao group PKD.

Select thiz object type:

ILlsers of Buil-in zecurity principals Object Types. ..

Erarn thiz location:
IF'EU'I Lacations. ..

Enter the object names to zelect [examples]:
PCO1U2:| Check Names

FEE

Advanced... | ] I Cancel |

A

Hinh 6. 10 — Thém user vao group
6. Phai chugt <My computer> — Chon menu <Manage> — Chon <System Tools>
— Chon <Local userand group> — Chon <Users> — Phai chu¢t <U1> — Chon
menu <Properties> — Chon tab <Member Of>, ta thay U1 thugc group Users va

PKT.
Femote contral | Terminal Services Profile I Dial-in
General Member Of | Frafile I Environmment I Sesziong
Member of:

PET

Q Uzers

Hemowve |

k., | Cancel | Aol |

Hinh 6. 11 — Céac group ma user ul la thanh vién

Bai 6.3. Sir dung cong cu MMC (Microsoft Management Console)
MMC la cong cu hd tro quan tri vién td chire cong viéc quan tri cua minh mdt cach
hiéu qua va nhanh chong.

6.3.1. Yéu ciu
— St dung MMC quan tri chinh sach cuc bd.

6.3.2. Diéu kién thuc hi¢n
— C6 quyén quan trj hé thong.
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6.3.3. Huéng din thuc hi¢n
1. Pang nhap quyén <Administrator> — <Start> — <Run> — G0 lénh <mmc> —
Chon menu <File> — Chon menu <Add/Remove Snap-in> Nhin nat <Add...>
— Hop thoai <Add Standalone Snap-in>, chon <Group Policy Object Editor>
(Hinh 6.12) — Nhan nit <Add> — Nhan nut <Finish> — Nhan ntt <Close> —

Nhén nat <OK>

QLDCE” Users and Groups

Microsoft Corporation

Add/Remove Snap-in llill
Standalone |Exten5ign5 | Add Standalone Snap-in e

s this page to add or e Available standalane snap-ins:
3nap-in | Wendor |:|

Snap-ins added to: |§ Event Wiger Microsuft Curporat?on
[CFolder Microsoft Corporation
’Group Palicy Object Editor@ Micrasaft Corparation
g Indexing Service Micrasoft Corporation, ...
@Internet Authentication Service (1., Microsoft Corporation
@ IP Security Monitor Microsoft Corporation
@ IP Security Policy Management Microsoft Corporation
@ Link ko Web Address Microsoft Corporation

& Performance Logs and Alerts

Micrasaft Corparation :I

r— Drescription
_ e This snap-in allows vou ko edit Group Palicy Objects which can be linked
Description to a Site, Damain, of Crganizational Unit in the Active Directory ar
stared on a computer,
Add. .. | Bemt

Hinh 6. 12 — Quan tri chinh sdch cuc bo
2. Chon menu <File> — Chon menu <Save> — Chon button <Desktop> — Nhap
<File name: Local Policy> (Hinh 6.13) — Nhan nut <Save>, mét file Local
Policy.msc duoc tao ra trén Desktop, quan tri vién chay file ndy dé quan trj céc
chinh sach cuc bo.

Saveas 21|
Save it I@' Desktop j €] 5 N
@Mv Documents
3 My Compuker
%My Network Places
File name: ILDCEI| Policy| j Save I
Save as type: IMicromft tanagement Consale Files [*.msc) j Cancel |
F

Hinh 6. 13 — Luu file MMC [én Desktop
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Bai 6.4. Quyén truy cip Control Panel

6.4.1. Yéu cau

— Thiét 1ap chinh sach cuc bd khong cho phép truy cap Control Panel.

6.4.2. Piéu ki¢n thue hién

— C6 quyén quan trj hé thong.

6.4.3. Huong din thue hién

1. Nhan dp <Local Policy.msc> — Chon <Local Computer Policy> — Chon
<User Configuration> — Chon <Administrative Templates> — Chon <Control
Panel> — Nhap dup <Prohibit access to the Control Panel> (Hinh 6.14).

[ﬁ] File  Action Miew Favorites  Window

Help

«=» | BmE R 25

(L7 Console Root
E|_§j Local Computer Palicy
E@ Camputer Configuration
-] Software Settings
-2 Windows Settings
-] Administrative Templates
Eﬁ User Configuration
D Software Settings
|:| Windows Settings
E||:| Administrative Templates
I:l Windows Components

----- [Z70 Start Menu and Taskbar
I:l Deskkop

Ea Control Panel

P (21 Add or Remove Programs

-1 Disolay

BE Control Panel

Prohibit access to the Control Panel

Display Properties

Requirements:
Ak least Microsoft Windows 2000

Descripkion:
Disables all Control Panel programs.

This setting prevents Control.exe, the
prograrn file Far Conkrol Panel, from
starting, As a result, users cannok skart
Control Panel or run any Control Panel
items.

Setking

[(Jadd or Remove Prograrms
|:|Displa\,-'

I:IPrinters

|:|Regi|:|nal and Language Options
@ Prohibit ritrol Panel

@ Hide specified Control Panel applets
(= Show only specified Control Panel applets
[=W Force classic Control Panel Style

Hinh 6. 14 — Chon chinh sach cam truy cdp Control Panel

2. Trong hop thoai <Prohibit access to the Control Panel Properties>, chon option
<Enable> — Nhan nat <OK> — <Start> — <Run> — Chay Iénh <gpupdate

[force> dé cap nhat policy.

Prohibit access to the Control Panel Proper

Setting | E=plain I

@ Prohibit access to the Control Panel

2 x|

™ Mat Configured
 Enabled

" Dizabled

Supported on: At least Microzoft Windows 2000

Brevious Setting | Mexst Setting |

o ]

Cancel |

Apply |

Hinh 6. 15 — Cdm truy cdp Control Panel
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3. <Start> — <Settings>, thay Control Panel bién mat — <Start> — <Run> —
Chay Iénh <control>, thay thdng bao bi gidi han tir Administrator.

%

@ This operation has been cancelled due to restrictions in effect on this computer, Please

contack wour syskem administratar,

Hinh 6. 16 — Thong bdo chinh sach da bi gioi han
Bai 6.5. Quyén truy cip Automatic Update

6.5.1. Yéu cau
— Khéng cho phép cau hinh Automatic Updates.

6.5.2. Diéu kién thuc hi¢n
— C6 quyén quan trj hé thong.

6.5.3. Hwéng din thuwc hién
1. Nhan dap <Local Policy.msc> — Chon <Local Computer Policy> — Chon
<Computer Configuration> — Chon <Administrative Templates> — Chon
<Windows Components> — Chon <Windows Update> — Nhan dap
<Configuration Automatic Updates> (Hinh 6.17).

Bﬁ] File Action Wiew Favorites  Window  Help |_|E’

&= | EEEF R @

[:I Consale Rook =il @8 windows Update
= EF Local Computer Policy

E@ Compuker Configuration

2 ] Configure Automatic Updates SEtting
D So_Ftware Sett.lngs « | B4 Do not display 'Install Updates and Shut Down' aption if
EID |ndm-\.\ls settings Display Properties (= Do not adjust default option to 'Tnstall Updates and Sh
o gcrlpti (Ssta;':.up,l'Shutdown) Requirements Configure Automatic Updates
i [-Ep Security Settings : = &
= y d windows Serwer 2003, ¥P SP1, 2000 (= Specify intranet Microsoft update service location
E-[Z3 Administrative Templates oy : - )

SP3 =4 Enable client-side targeting

E1-[23 windows Components oy
(=4 Reschedule Automatic Updates scheduled installations

----- (21 MetMeeting Diescription: o ' :
-[2] Internet Explorer Specifies whether this computer wil % Mo auto-reskart For scheduled Automatic Updates inska

..... (23 application Compatibility receive security updates and other (=W Automatic Updates detection frequency

..... [ Event Viewer imporkant dowinloads through the = Allaw Automatic Updates immediate installation

wfindows automatic updating service, ol ) )

..... [C3] Inkernet Information Servic % Delay Restart For scheduled installations

----- [ Security Center This setting lets vou specify i (= Re-prompt for restart with scheduled installations

----- (23 Task Scheduler aukomatic updates are enabled on {2 Allow non-administrators ko receive update notification:

' ) this computer, If the service is
=3 Tgrmmal Services enabled, vou must select one of the
""" (13 windows Explorer faur options in the Group Palicy

----- [ windows Installer | setting:

----- L7 windows Messenger

_____ Wind Media Digital Right 2 = Wotify befare downloading are
_____ % W::dzxz MEV:Z MEL; . updates and notify again before

installing them.
-5 Windows Update
..... [ ‘Windaows Media Plaver when wWindows finds updates that

Hinh 6. 17 — Chon cdu hinh chinh sach Automatic Updates

2. Trong hop thoai <Configure Automatic Updates Properties>, chon option
<Enable> — Nhan nut <OK> — <Start> — <Run> — Chay lénh <gpupdate
[force>.
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Configure Automatic Updates Properties 2 x|

Setting I E =plain I

@ Configure Automatic Updates

™ Dizabled

Configure autormatic: updating:

3 - Auto download and notify for install j

The fallowing zettingz are only required
and applicable if 4 iz zelected.

Scheduled install day: ID - Every day

L) 1

Scheduled install time: IDS;DD

Supported ob: “Windows Server 2003, <P SP1, 2000 5P3
Previous Setting | Hext Setting |

0K I Cahcel | Apply |

Hinh 6. 18 — Cdm truy cdp Automatic Updates
3. Bdi voi da sb céac chinh sach cho Computer, mubn ap dung phai restart lai may,
restart may tinh — Phai chugt <My Computer> — Chon menu <Properties> —
Chon tab <Automatic Updates>, ching ta khéng thé cau hinh dugc.

System Properties 2lxl
General I Computer Mame I Hardware
Advanced Automahic Updates I Remote

Help protect your PC

Windows can regularly check for important updates and install them for pou,
[Turning on Automatic Updates may automatizally update ‘windows Update
software first, before any other updates. ]

How does Automatic U pdates wark?

" Automatic [recommended)

Automatically download recommended updates for my computer
and inztall them:

IEver_l,l day j at |3:DD A j
% Download updates fon me, but 2t me choose when toinstal e,
1 Hitityime but dont autamatically download o install tem.

€ Ture off Automatic Updates.

our computer will be more vulnerable unlezs you inztall updates
regularly.

Install updates from the Windows Update wWeb site.

[tter updates again that |'ve previouslhidden

Ok I Cancel | Apply |

Hinh 6. 19 — Chinh sdch Automatic Updates khéng thé truy cdp
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Bai 6.6. Chinh sach Password (Password Policy)

6.6.1. Yéu ciu
— Thiét 1ap Password Policy.

6.6.2. Piéu ki¢n thue hién
— C6 quyén quan trj hé théng.

6.6.3. Huong din thue hién
1. <Start> — <Programes> — <Administrative Tools> — <Local Security
Settings> — Trong hop thoai <Local Security Settings>, chon <Account
Policies> — Chon <Password Policy> (Hinh 6.20).

'iiii Local Security Settings

File  Ackion Wiew Help

=B B 2B

@ Security Setkings Palicy  # | Security Setking
E{E Account Policies EnFurce password hiskary 3 passwards remem. ..
@ Password Palicy Maximum password age 30 days

; =08 ":"':':':'_'-'ﬁt Lockout Policy Minimum password age 1 days

@ LC":‘?I Policies - Minimum password length 7 characters

I:I Public Key Palicies F‘assword rust reet cormplesity requirements  Enabled

F-[_] Software Restriction Policies ; - ; ;

: - o Stu:ure passwords using reversible encryption  Enabled
(+1-8, [P Security Policiss on Local Computer

Hinh 6. 20 — Chon chinh sach Password

2. Nhan dlp <Enforce password history> — Nhap <Keep password history for: 3>,
khong dung 3 password cu khi thay do1 password.

3. Nhan gup <Maximum password age> — Nhap <Password will expire in: 30>
phai doi password sau 30 ngay.

4. Nhan dup <Minimum password age> — Nhap <Password can be changed after:
1> trong mét ngay cho phép doi password 1 lan.

5. Nhan dtp <Minimum password length> — Nhap <Password must be at least: 7>
password phai tir 7 Ky tu tro 1€n.

6. Nhan dap <Password must meet complexity...> — Chon option <Enable>
password phai phuc tap (c6 3 trong bon loai ky tu: chit thuong, chi hoa, so, ky tu
dat biét).

7. Nhan dap <Store passwords using reversible..> — Chon option <Enable>
password dugc mé hoa nguoc.

8. <Start> — <Run> — <gpupdate /force>
E

@ The Following error occurred while attempting to create the user u4 on computer PCOL:

The password does not meet the password policy requirements. Check the minimum
password length, password complexity and password history requirements,

Hinh 6. 21 — Cdnh bdo Password phirc tap
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9. <Start> — <Run> — <compmgmt.msc> — Tao <U4/123>, thdng bao 15i:
password phirc tap va chiéu dai toi thiéu (Hinh 6.21).

Bai 6.7. Quyén shutdown may tinh

6.7.1. Yéu cau
— Thiét 1ap chinh séch cho phép ul dugc quyén shutdown may tinh.

6.7.2. Diéu kién thuc hign
— C6 quyén quan trj hé thong.

6.7.3. Huong din thwce hign
1. Logoff <Administrator> — Logon <ul> — <Start> — Chon <Shutdown> — ul
khong c6 quyén shutdown may, chi c6 quyén logoff (Hinh 6.22).

Shut Down Windows

Copyright @ 1885.2003 Micrasofi Corparaticn

@ what do you want the computer b day?

ILog off ul "I
!ngs WO SE5EI0, [2aving !!e campu!er FUNnIng on !u

PIOWEL,

[0]4 I Cancel | Help |

Hinh 6. 22 — ul khéng dwoc quyén shutdown may tinh
2. Logoff <ul> — Logon <Administrator> — <Start> — <Run> — Chay I¢nh
<secpol.msc> — Chon <Security Settings> — Chon <Local Policies> — Chon

<User Rights Assignment> — Nhap dap chudt <Shut down the system> (Hinh
6.23)

i Local Security Settings

File Action  Yiew Help

&= | BmE xR @

@ Securiby Settings Folicy £ | Security Setking |
EI@ Account Policies Dehug programs Adrninistrators
{3 Password Policy Deny access ko khis computer Fro.,,  SUPPORT_385945a0
{28 Account Lockout Palicy Den';-' log on as a batch job
El@ Local Policies Den';-' log on as & service
"@ Audit Palicy [2¥]oery log on locally SUPPORT 38594540

(18 User Rights Assignment
{E Security Options

-2 Public kKey Policies

-] Software Restriction Policies

Deny log on through Terminal Ser...
Enal:ule computer and user accoun...
Fu:urce shukdown From a remote sy...  Administrakors

-8, 1P Security Folicies on Local Computer (8] cenerate securicy audts LOCAL SERVICE,NE...
Impersu:unate a client after authen... Administrators,SER. ..
Replace a process level token LinZAL SERVICE,ME. ..
Restu:ure files and directories Administrators,Back. ..

:Shut down the system
[

Hinh 6. 23 — Chon chinh sach Shut down hé thong

Administrators, Pow, .
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3. Trong hop thoai <Shut down the system Properties>, nhin nit <Add user or
group...> — Nhap <Enter the object names to select: ul> — Nhan ndt <Check
Names> — Nhin nit <OK> — Nhan nit <OK> — <Start> — <Run> —
<gpupdate /force>.

Shut down the system Properties el

Local Security Setting | Explain This 5 etting |

.8 Shut down the system

%ﬂ

Adminiztrators
Backup Operators
FCOT%1

Poweer Uszers

Add zer or Group... Hemave |

k. | Cancel | Apply |

Hinh 6. 24 — Cho phép ul shut down hé thong

4. Logoff <Administrator> — Logon <ul> — <Start> — <Shutdown>, lGc nay ul
dugc quyen shut down, restart va standby may.

Bai 6.8. Quyén sira ngay gio hé thong
6.8.1. Yéu ciu
— Thiét Iap chinh séch cho phép group PKT dugc quyén stra d6i ngay gio hé thong.
6.8.2. Diéu kién thuc hi¢n
— C6 quyén quan trj hé thong.

6.8.3. Huwong din thwce hién

1. Logoff <Administrator> — Logon <ul> — <Start> — <Run> — Chay 1énh
<control> — Chay <Date and Time>, thong bao khong c6 quyén thay doi gio hé
thong (Hinh 6.25).

Date and Time Properties 5[

\!}) You do nok have the proper privilege level ko change the System Time,

Hinh 6. 25 — ul khdng sita dwoc ngay gio- hé thong
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2. Logoff <ul> — Logon <Administrator> — <Start> — <Run> — <secpol.msc>
— Chon <Security Settings> — Chon <Local Policies> — Chon <User Rights
Assignment> — Nhan dap <Change the system time> (Hinh 6.26).

File Action View Help

'ifi Local Security Settings

=10

= | anxFE @2 E

@ Security Settings
-8 Account Policies
B8 Local Policies
© I8 audt Policy
{78 User Rights Assignment
- Security Options
(23 Public key Policies
[l Software Restriction Policies
@ IP Security Policies on Local Computer

Palicy  /

| Securiby Sebting |

P.ct as part of the operating system
P.dd waorkstations to domain

.C\Ilow log on locally

.C\IIDW log on through Terminal Ser...
Back up files and directories
Bypass traverse checking

iChange the syskem time

.C\ccess this computer Fram the net...

Everyone, Administratars,Users, Power Users,Backup Operatars

P.djust memory quotas for a process  LOCAL SERVICE, METWORK SERYICE, Administrators

Adrinistrators, Users, Power Users,Backup Operators
Administrators, Remote Deskkop Users

Administrators, Backup Operators

Everyaone, Administratars, Users, Power Users,Backup Operatars
LOCAL SERYICE, Administrators, Power Users

Administrators

Create a pagefile
[

Hinh 6. 26 — Chon chinh sdch sira doi ngay gio hé thong
3. Hop thoai <Change the system time>, nhan nat <Add user or group...> — Nhén
nut <Object Types..> — Check vao <Groups> (Hinh 6.27) — Nhan <OK>.

Object Types EE
Select the twpes of objects you want to find.
Object types:
H .curity principals
£
ﬂ Uzers
(1] I Cancel |

Hinh 6. 27 — Tim kiém Groups

4. Trong hop thoai <Select Users or Groups, nhap <Enter the object names to
select: PKT> (Hinh 6.28) — Nhan nit <Check Names> — Nhan nit <OK> —
Nhan nat <OK> — <Start> — <Run> — <gpupdate /force>.

Local Security Setting | Explain This Setting |
5: Change the syztem hime
=
Administrators
LOCAL SERVICE
PCOISPET
Power Users
___________ Add Uzer or Group... i Bemove |
(1]4 | Cancel | Apply |

Hinh 6. 28 — Cho phép group PKT sira déi ngdy gio hé thong
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5. Logoff <Administrator> — Logon <u2> — <Start> — <Run> — Chay [énh
<control> — Chay <Date and Time>, da cho phép thay doi gio hé thong.

Bai 6.9. P6i tén Administrator

6.9.1. Yéu ciu
— Poi tén Administrator thanh quantrivien.

6.9.2. Diéu kién thwe hi¢n
— C6 quyén quan trj hé thong.

6.9.3. Huwong din thwc hién
1. Logon <Administrator> — <Start> — <Run> — <secpol.msc> — Chon
<Security Settings> — Chon <Local Policies> — Chon <Security Options> —
Nhép dip <Accounts: Rename administrator account> (Hinh 6.29).

'fiii Local Security Settings

File  Action Wiew Help

&= | BmE X R @0

5 Security Settings Palicy + | security Setting |
@ Account Policies .ﬁ.ccnunts: Adrministrator account skakus Mot Applicable
E@ Local Policies .ﬁ.ccounts: Guest account status Mok Applicable

m Audit Policy [28] accounts: Limit local account use of blank passwords t.,. Enabled

m User Rights Assignment iAccounts: Rename administrator account Adrninistratar

(@ Security Options [2%] Accounts: Rename guest account Glest

Q Public ke Policies [R¥]audit: Audit the access of global system objects Disabled

Hinh 6. 29 — Chon chinh sdach déi tén administrator

2. HOp thoai <Accounts: Rename administrator account>, nhap <quantrivien>
(Hinh 6.30) — Nhan nut <OK>, viéc thay doi tén Administrator nham muc dich
bao mat — <Start> — <Run> — <gpupdate /force>.

Accounts: Rename administrator account Prop llﬂ

Local Security Setting | Explain This Setting |

L4 Accounts: Fename administrator account

igﬁ

Iquantrivien

(] I Cancel Apply

Hinh 6. 30 — Pdéi tén administrator
3. Logoff <Administrator> — Logon <quantrivien>

Bai 6.10. Thong ké ding nhap h¢ thong

6.10.1. Yéu ciu
— Thiét Iap chinh sach bao mat theo ddi ngudi ding ding nhap hé thong.
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6.10.2. Diéu kién thuc hi¢n
— C6 quyén quan trj hé thng.

6.10.3. Hudng din thuc hién

1. Logon <Administrator> — Start — <Run> — <secpol.msc> — Chon <Security
Settings> — Chon <Local Policies> — Chon <Audit Policy> — Nhap dtp chudt
<Audit account logon events> (Hinh 6.31).

File Action Wiew Help
- | B@E X ER |2

@ Security Settings
@ Account Palicies Suc

EI@ Local Policies Mo auditing
{8 Audit Policy nudit directory service access Wi auditing

. % User Rights Assignment nudit logon events Success
H Lk Cinbicy I

Hinh 6. 31 — Chon chinh sdach théng ké dang nhdp

Local Security Setting | Explain This Setting I

L] Audit acoount logon events

=
=
Audit these attempts:

v Success

I Failre

QK I Cancel | Apply |

Hinh 6. 32 — Cho phép thong ké ding nhdp
[Beventviewer 1o/ x]

Eile Action Yiew Help

- OE&0R 2 E

@ Event Yigwer (Local) Security 91 event(s)
+-34| spplication
Seplc:urity Type Date Time Source Cal~
il System @f’Success Audit 12f25/2011 73114 PM Security Pol__|
: GF Suctess fuds _tamimo e O e e it [

@?Succe? Event Properties

@ Success Event |
@f’ Success

@?Success Date: 12/25/2011 Sowrce:  Securty
@f’Success Time: 73114 P Category: Policy Change
@f success Trpe: Sucoessd Ewent]Dn B12

@"/) Success Uszer PCO1hquantrivien
@fSUCCESE Computer: PCO1
@f’ Success
@f Success | Description;
@f’Success Audit Policy Change:
&F Success Mew Policy:
@?Succe? Success Failure
3 + - Logon/Logoff
@ Success - - Object &coess
&F Success - - Privilege Use
- - - Account Management
Al | - - Falicy Change

System
Detailed Tracking

Hinh 6. 33 — Thong ké dang nhdp hé thong

|_|_|_F|:|1I_
X
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2. Trong hop thoai <Audit account logon events Properties>, check <Failure> dé
theo dBi ca cac user dang nhap khong thanh cong (Hinh 6.32) — Nhan nat
<OK>.

3. <Start> — <Programes> — <Administrative Tools> — Chay <Event Viewer>
— Chon <Security> de xem tat ca cac su kién dang nhap — Nhép dup vao cac su
kién dé xem chi tiet (Hinh 6.33).

Bai 6.11. Anh xa 6 dia mang (Map Network Drive)

6.11.1. Yéu cdu
— Anh xa mot folder chia sé¢ thanh mot 6 dia mang trong local.

6.11.2. Piéu kién thuwe hién
— PCO01 c6 thu muc chia sé: Shared.
— PCO02 dugc phép truy cap Shared.

6.11.3. Huéng déin thwce hién

1. PC02: <Start> — <Run> — Chay 1énh <\\PC01> — Phai chudt <Shared> —
Chon menu <Map Network Drive...> — Chon nhan dia <Z:> (Hinh 6.34) —
Nhan nat <Finish>

Map Network Drive x|

YWindows can help wou connect ko a shared netwaork Folder
and assign a drive letker to the connection so that wou can
access the Folder using My Computer,

Specify the drive letker For the connection and the Folder
that yau want ko conneck to;

Dirive: IE: j
Folder: I".".F'E':'1".5|'IEFEE| j Erowse. .. |

Example: 11serverishare

¥ Reconnect at logon

Connect using a different user name.

Sign up For onling skorage or conneck ko a
network server,

= Bach

Cancel |

Hinh 6. 34 — Anh xa 6 dia mang thanh 6 dia Z:

2. M& <Windows Explorer> — Thiy 6 dia mang <Shared on “pc01” (Z:)>

3. Bé loai bo anh xa: Phai chugt <Shared on “pc01” (Z:)> — Chon menu
<Disconnect> — Nhan nit <Yes>.
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Bai 6.12. Chiém quyén chii s& hiru

6.12.1. Yéu cau

— Dung Administrator chiém quyén cha s& hitu thu muc do ul tao ra va cim ul truy
cap vao thu muc nay.

6.12.2. Piéu kién thuwe hién
— C6 quyén quan trj hé thong.

6.12.3. Huéng din thwc hién
1. Logon <ul> — Tao thu muc <C:\BiMat> — Phai chudt <BiMat> — Chon menu
<Properties> — Chon tab <Permissions> (Hinh 6.35) — Nhén nat <Advanced>
— Bo6 chon check <Allow inheritable permissions...>, bé quyén thira huong —
Nhén nit <Copy> — Nhan nat <OK>.

Advanced Security Settings for BiMat 2lx|

Permizziors I Dwrer I Effective Permi&&ioml

To view more information about zpecial permissions, select a permiszion entry, and then click Edit.

Permizzion entries:

Type | Marme | Permizsion | Inherited Fram | Apply Ta |
Allowy Administrators [PCOTS... Full Control <not inherited: Thiz folder, subfolders...
Allowy SYSTEM Full Control <niot inherited:> This folder, subfolders. ..
Allow MNguyen Wan & [PCOT...  Full Control <ot inhented: Thiz folder only
Al CREATOR O"WHER Full Contral <ot inherited: Subfolders and files anly
Allony Uszers [PCOTA zers) Fead & Execute <ot inherited: This folder, subfolders. ..
Allowy Uszers [PCOTA zers) Special <ot inhented: Thiz folder and subfal...
Add... Edit... Remove

Allow inkeritable permissions from the parent to propagate to this object and all child objectz. Include
these with entries explicitly defined here.

[~ Replace permission entries on all child objects with entries shown here that apply to child objects

Learn more about access control,

Ok I Cancel | Apply I

Hinh 6. 35 — B quyén thira hwéng
2. Trong hop thoai <BiMat Properties>, chon <Administrators...> — Nhan n(t
<Remove> — Chon <Users...> — Nhan nit <Remove> — Nhan n(t <OK>
3. Logoff <ul> — Logon <Administrator> — Mo folder <BiMat>, khéng duogc
phép.

xq

@ C:\BiMat is not accessible,

Access is denied.

Hinh 6. 36 — Khong dwoc phép truy cdp
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4. Phai chuot <BiMat> — Chon menu <Properties> — Chon tab <Security> —
Nhan nit <OK> — Nhéin nit <Advanced> — Chon tab <Owner> (Hinh 6.37) —
Chon <Administrators...> — Check <Replace owner on...> — Nhan nit <OK>
— Nhéan ndt <Yes> — Nhan nit <OK> — M lai folder <BiMat>, mé dugc.

Advanced Security Settings for BiMat 7=
F'ermissiu:unsl dwditing  Owner | Effective F'ermissiu:unsl
'ou can take or azsign ownerzhip of thiz object if you have the required permizzions or privileges.
Current awner of thiz iterm:
IUnaI:uIe to dizplay cumrent awner.
Change awner tao:
Mame
ﬁ Adrinistratars [PCOT WAdminiztratars)
ﬂ quantrivien [PCOThquantrivien]
Other zers or Groups...
¥ Feplace owner on subcontainers and objects
Learn more about ownership.
k. I Cancel | Apply |

Hinh 6. 37 — Chiém quyén chii sé hitu

5. Logoff <Administrator> — Logon <ul> — M¢ folder <BiMat>, khong duoc

phép.
Bai 6.13. Bai tap lam thém.

Cau 6.13.1. Thiét ldp chinh sdach cuc bé
Thiét 1ap cac chinh sach cuc b sau:
a. Lam an My Computer trén Desktop.
Cho phép nhom Users cai dat may in.
Lam an tat ca icon trén Desktop.
Khdng cho phép truy cap vao may tinh nay qua LAN.

Hién thong bao “Welcome to DOLY™ khi dang nhap.

S @ ™ o oo o

Thay doi tén ctia Guest.

i. Cho phép U1 chiém quyén chu s hiru.

Khéng hién thi man hinh yéu cau khéng hién ly do shutdown may.
Khong can nhan t6 hop phim <Ctrl + Alt + Del> khi dang nhap.
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Cau 6.13.2. Tra loi cac cdu hoi

S @ - o o

Phéan biét cac loai user trong Windows 77
Trinh bay cac bién méi truong hay sir dung trong Windows?

Trinh bay y nghia cia Account lockout threshold, Account lockout duration,
Reset account lockout counter after?

Trinh bay chi tiét cic budc chia sé mot folder?
Trinh bay chi tiét cac budc chia sé mot printer?

Trinh bay chi tiét cac budc anh xa mot folder thanh mot 6 dia mang?

. Lam sao dé user ul chi duoc doc khong dugc ghi trén thu muc data?

. Viét 1énh truy cip vao tai nguyén mang trén server S1 véi thu muc chia sé 1a

Public?

. Néu Administrator khong cai dit password, nguoi ding c6 thé ding account nay

dé 14y tai nguyén chia sé tir mot may khac khong, tai sao?

Hay tat chirc ning share tai nguyén trong card mang dé bao mat cho mdy tinh?

. Hay tién hanh cai ban va 16i méi nhat cho Windows 7?

Hay tat ché do Autorun dé bao mat khi cam thiét bi luu trit ngoai vao may?
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X/

CHUONG 7 - MO HINH CLIENT/SERVER

< Muc tiéu chwong 7

Sau khi hoc xong sinh vién:

— Quan ly dugc tai nguyén trén mo hinh tmg dung mang Client/Server.

Bai 7.1. Thing cap DC (Domain Controler) va Join Domain

7.1.1. Yéu ciu
— Thing cap may Server Stand-alone thanh may DC quan Iy mién doly.vn

7.1.2. Piéu kign thuc hién
— C6 quyén quan trj hé thong.

— Hiéu 15 1y thuyét vé mé hinh tmg dung mang Client/Server

7.1.3. Hwéng din thuc hién

1. cdu hinh IP tinh cho server, DNS server tr6 vé chinh minh, gin tén mién
(Premary DNS Suffix) cho tén day du FQDN (Fully Qualified Domain Name).

a.

Phai chudt 1én <My Network Places> — Chon menu <Properties> — Nhén
dup <Interface> can ciu hinh — Nhan nat <Properties> — Chon <Internet
Protocol (TCP/IP)> trong <This connection uses the following items> —
Nhan nat <Properties>.

. Hop thoai <Internet Protocol (TCP/IP) Properties>, nhap IP <IP address> —

Nhap IP DNS server <Preferred DNS server> (Hinh 7.1) — Nhan nut <OK>.

General I

You can get IP settings assigned automatically if wour netwark supports
this capability, Otherwise, vou need to ask wour network administrator
for the appropriate IP settings.

" Obtain an IF address sutomatically

% Usge the Following IP address:
IP address: @ I 192,168 . 1 . 11 et
Subriet mask: | 255 . 255 255 . O

Default gakeway: I

IP phai tré vé
) Obbain DS setver address automatically chinh minh

% Usg the following DM server addresses:

Preferred DMS server: @ |192 163 . L1l —

alternate DMNS server:
Advanced. .. |
®_|
| (0] 4 Cancel |

Hinh 7. 1 — Tré DNS server vé chinh minh
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C. Phai chuot <My Computer> — Chon menu <Pyoperties> — Chon tab
<Computer Name> — Nhan nat <Change...> — Nhan nat <More...> — nhap
vao tén mién <doly.vn> trong <Primary DNS suffix of this computer> (Hinh

7.2) — Nhan nut <OK> — Nhin nat <OK> — Khéi dong lai mdy tinh.

DNS Suffix and NetBIOS Computer Name d

Erirnany DMS suffis of this computer:

Idl:ul_l,l.wi

¥ Change primary DMS suffiz when domain membership changes
HetBIOS computer name:

IF'I:IIH

Thiz name iz wzed for interoperability with nldf@puters and services.

| Ok Cancel |

Hinh 7. 2 — Nhdp tén mién doly.vn

2. Cai dich vu DNS phan giai mién doly.vn (phan giai thuan va nghich)

a. Vao <Start> — Chon <All Programs> — Chon <Control Panel> — Chay
<Add or Remove Programs> — Nhin nat <Add/Remove Windows
Components> — Trong hop thoai <Windows Components Wizard>, chon
<Networking Services> (Hinh 7.3) — Trong <Components>, nhin nit

<Details...>.

& Add or Remove Programs

Currently installed programs: [T show updates Sart by: IE

To remc

¥Mware Tools
Click he Windows Components Wizard

Windows Components
You can add o remove componentz of Windows.

To add or remove a component, click the checkbox, & shaded box means that only
part of the component will be installed. To see what's included in a component, click
Detailz.

Components:

[] & Indexing Service 0OME =|
5 Internet Explorer Enhanced Security Configuration 0.0ME

| Ezj tanagement and konitaring Toolz E.3MEB —
l = 7 Metworking Services m

1 2= (ther Metwork File and Print Services MnnmMRe LI

Dezcription:  Containg a waniety of specialized, netwaork-related services and protocols.

Total disk zpace required: 4.4 MB

! " Details...
Space available on digk: 141627 MB

€

Hinh 7. 3 — M¢ Networking Services
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b. Trong hop thoai <Networking Services>, chon check <Domain Name System
(DNS)> (Hinh 7.4) — Nhén nat <OK> — Nhan nit <Next> (qu4 trinh cai dat
yéu cau source Windows Server 2003) — Nhén nit <Finish>.

MNetworking Seryices x|

Sul:u:u:umpu:unents of Metworking Services: @

|:| . D_I,Inamu: Huozt Eu:unflguratu:un Protocal [HCP)
[ J® Simple TCPAP Services 0.0ME
[l Windu:uws Internet Mame Service [WINS] 09mME ™

Total digk zpace required: 6.0 ME Dietails. ..
Space available on dizk: 14162.8 MEB @ &l
ak I Cancel |
Hinh 7. 4 — Cai dich vu DNS
c. Vao <Start> — Chon <Administrative Tools> — Chon <DNS> — Trong hop
thoai <dnsmgmt>, m¢ dau cong tén server (Hinh 7.5) — Chon <Forward

Lookup Zones> — Phai chudt 1én <Forward Lookup Zones> — Chon menu
<New Zone...>.

_i. dnsmgmt - [DNS"PCO1 '\ Forward Lookup Zones]

'_gq File Action Wew Window  Help

¢ = e > RE|8 EHE

EXDG

Hinh 7.5 — Tao Forward Lookup Zones

d. Trong hop thoai <Welcome>, nhin nut <Next> — Trong hop thoai <Zone
Type>, chon option <Primary zone> — Nhan nit <Next> — Trong hop thoai
<Zone Name>, nhap tén domain <Zone name: doly.vn> (Hinh 7.6) — Nhan
nat <Next>.

Mew Zone Wizard ]

Zone Name Q
What is the name of the new zone? ‘

The zone name specifies the portion af the DRS namespace For which this server is
autharitative, It might be wour organization's domain name (For example, microsoft, com)

or a portion of the domain name (For example, newzone. microsoft.com), The zone name is
not the name of the DNS server,

ZONE Narne:
doly,wn @

For more information about zone names, click Help.

2

< Back I Mext = I Zancel | Help

Hinh 7. 6 — Nhdp tén mién doly.vn
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e. Trong hop thoai <Zone File>, nhin <Next> — Trong hop thoai <Dynamic
Update>, chon option <Allow both nonsecure and secure dynamic update> —
Nhan nat <Next> — Nhan nat <Finish> (Hinh 7.7).

1 M5 doly.w¥n 4 record(s)
B}

& rc = -
@ Event Wiewer e | Tpe _ e
rd Lcnkup Zones zame as parent Folder) Start of Authority (S08) [1], pcOt.

{same as parent Folder) Mame Server (NS} pc01.doly.vn,
Hosk (&) 192.168.1.11
Host (4] 132.1

Hinh 7. 7 — Cdc record ciia Forward Lookup Zones

f. Trong hop thoai <dnsmgmt>, chon <Reverse Lookup Zones> — Phai chudt
<Reverse Lookup Zones> — Chon menu <New Zone...> — Trong hdp thoai
<Welcome>, nhan <Next> — Trong hop thoai <Zone Type>, chon option
<Primary Zone> — Nhin <Next> — Trong hop thoai <Reverse Lookup Zone
Name>, nhap vao 16p mang <Network ID: 192.168.1> (Hinh 7.8) — Nhan
<Next>.

New Zone Wizard b
Reverse Lookup Zone Name g
& reverse lookup zone translates IP addresses inko DMS names, ~

To identify the reverse lookup zone, type the nekwaork ID ar the name of the zone,

¥ Metwark I
|1 92 162 1 .
The netwark ID is the portion of the IP addresses that belanags ta this 2ane, Enter Ehe

netwaork IDin iks normal (nok reversed) order,
i~ Reverse lookup zone name:

| 1.163.192.in-addr. arpa

Far mare information on creating a reverse lookup 2one, click Help.

< Back I [ }@_' Cancel | Help |

Hinh 7. 8 — Nhdp 16p mang
g. Trong hop thoai <Zone File>, nhan <Next> — Trong hop thoai <Dynamic
Update>, chon option <Allow nonsecure and secure dynamic updates> —
Nhan nat <Next> — Nhan nat <Finish> (Hinh 7.9).
1 M3 192.168.1.5% Subnet 2 record(s)
=3 poot
: |_T¥EE

[+]- Event Viewer ke 01 camits
El@ Forward Lookup Zone 2| (same as parent Folder) Start of Authoriby (S0A) [1], pcO1 .du:_ulﬁﬁ‘.\,\
P ame as parent Folder) Mame Server (N33 pci,

Hinh 7. 9 — CAc record ciua Reverse Lookup Zones
h. Cap nhat record Pointer (phan giai nghich) bang dong lénh ipconfig
Iregisterdns (Hinh 7.10).
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|H C:WINDOWS  system32 cmd.exe !E

Microsoft Windows [Uersion 5.2.379@1
(C> Copyright 1985%-2883 Microsoft Corp.

C=“\Documents and Settings“Administratorripconfig sregisterdns

Windows IP Configuration

Registration of the DHS resource records for all adapters of - mpi 1

een initiated. Any errors will he reported in the Event Uiewer in 15 minutes ..
Hinh 7. 10 — Cdp nhdt lai DNS

I. Quay lai hop thoai §dnsmgmt> — Chon zone <192.168.1> — Nhan nat
<Prefresh> vai lan, xuat hién thém mdt record Pointer (Hinh 7.11).

j. Str dung 1énh nslookup dé kiém tra. Khuyén cao, DNS c6 thé cai sau nhung
sinh vién nén thuc hién dang theo cac budc thuc hanh.

2 Fle  Action  view Windew  Help

il | | o

1 Drs 3 recard(s)
=3 Peot - >
[+ &1| Event Viewer izl 22
: Farward Lookup Zones (same as parent folder) Stark of Autharity (30A) [2], pcol.dol,vn,,

B

192.163.1.11 Poinker (PTR) pcdl. doly. v,

Hinh 7. 11 —Record Pointer (PTR) trong Reverse Lookup Zones
3. Thing cap Stand-alone server 1én DC.

a. Vao <Start> — Chon <Run> — Chay lénh <dcpromo> — Trong hop thoai
<Welcome>, nhan nut <Next> — Trong hop thoai <Operating System
Compatibility>, canh bao cac version (Windows 95, NT 4.0 SP3 va cii hon) s€
bi loai khoi mién, nhan nit <Next> (Hinh 7.12).

Active Directory Installation Wizard x|

Operating System Compatibility ’
Improved zecurnity zethings in wWindows Sereer 2003 affect older versions of
Windows.

Dramain controllers running YWwindows Server 2003 implement zecurnity zettings that
require clients and other servers to communicate with thoze domain controllers ina more
SECUME WaY,

Some older verzions of *Windows, including *Windows 95 and "Windows MT 4.0 SP3 or
earlier, do not meet these requirementz. Similarly, zome nonsindows systems, including
Spple Mac 05 ¥ and SAMBA clentz, might not meet theze requirements.

For more information, see Compatibility Help.

(1)

< Back Cancel

Hinh 7. 12 — Tuong thich version cia cac OS
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b. Hop thoai <Domain Controller Type> c6 2 option. <Domain Controller for a
new domain> DC tao ra quan Iy cho mién méi. <Additional domain controller
for an existing domain> thém mdt DC cho mdt mién c6 sin — Chon option
<Domain Controller for a new domain> (Hinh 7.13) — Nhan nat <Next>.

Active Directory Installation Wizard x|
Domain Controller Type /
Specify the role you want thiz zerver to have.

Do wou want thiz zerver to became a damain controller for a new domain or an
additional domain controller for an existing domain’?

' Diomain controller for & nevs domaire

Select thiz option to create a new child domain, new domain tree, or new forest.
Thig zerver will become the first domain contraller in the new domain.

" Additional domain contraller for an existing domain

‘-i\, Proceeding with thiz option will delete all local accounts on this server.

All cryptographic keys will be deleted and should be exported before
cantinLing.

All encrypted data, such as EFS-encipted files ar e-mail, thould be decrypted
before continuing or it will be permanently inaccessible.

=
< Back I Hest = I Cancel |

Hinh 7. 13 — Théng cdp DC cho mién méi
c. Hop thoai <Create New Domain> ¢ 3 option. <Domain in a new forest> mién
nay trong mot cay hoan toan mdi. <Child domain in an existing domain tree>
mién la con cua mot cdy c6 san. <Domain tree in an existing forest> mdt cay
trong mot rirng c6 san — Chon option <Domain in a new forest> (Hinh 7.14)

— Nhan nut <Next> .

Active Directory Installation Wizard x|

Create Hew Domain /
Select which type of domain to create.

Create a new:
o {Domain in & new forest

Select thiz option if thiz iz the firzt domain in pour organization or iF pou wank the new
domain o be completely independent of your current forest.

™ Child domair in an existing domain ree
|f pow want the new domain to be a child of an exizting domain, select this option.
For example, you could create a new domain named
headguarters. example. microzoft. com az a child domain of the domain
example. microzoft. com.

" Domain tree in an existing forest

If you dan't want the new domain to be a child of an existing damain, zelect this
option. Thiz will create a new domain tiee that iz separate from any existing trees.

2

< Back I Mext> | Cancel

Hinh 7. 14 — Mién la méi (dau tién)
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d. Trong hop thoai <New Domain Name>, nhép tén domain day du doly.vn vao
<Full DNS name for new domain> (Hinh 7.15) — Nhan nat <Next>,

Active Directory Installation Wizard

B
HNew Domain Hame /
Specify a name for the new domain.

Type the full DMS name for the new domain
[for example: headquarters. example. microzoft. com).

Full DMS name for new domain:

Idl:nl_l,l.vn @

2

< Back I Mext = I Cancel |
Hinh 7. 15 — Nhdp tén mién day di
e. Trong hop thoai <NetBIOS Domain Name>, tén khong phan cip NetBIOS

tuong thich cho cac version cii (Windows NT), dé mac dinh (Hinh 7.16) —
Nhan nut <Next> .

Active Directory Installation Wizard X

MetBl0DS Domain Name /
Specify a HetBlI0S name for the new domain.

Thiz iz the name that users of earlier versions of Windows will uze to identify the new
domain. Click Mest to accept the name shown, or type a new name.

Domain MetBI0S name: I
< Back I Next: | Cancel |

Hinh 7. 16 — Tén mién khéng phén cdp NetBIOS

f. Hop thoai <Database and Log Folders>, dudng dan luu database va Log file
— D€ mac dinh C:\WINDOWS\NTDS (Hinh 7.17) — Nhan nat <Next>.

Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directory databaze and log files.

For best performance and recoverability, store the databaze and the log on zeparate
hard disks.

Where do pou want to store the Active Directory databaze?
Databaze folder:

C: W RDODW SN TDS

Browse...

Where do vou want to stare the Active Directory log?
Log folder;

CAWINDOWSANTDS Browsze. . |
1)
NS

< Back I Hext » I Cancel |
Hinh 7. 17 — Puong dan Database va Log file
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g. Hop thoai <Shared System Volume>, dudng din luu thu muc SYSVOL. Tit
ca dir liéu trong thuy muc SYSVOL s& duogc tu dong sao chep sang cac DC
khéc trong mién. C6 thé thay dbi nhung lyu y thu muc nay phai nam trén mot
NTFS volume — Dé mic dinh C:\WINDOWS\SYSVOL (Hinh 7.18) — Nhin
nat <Next>.

Active Directory Installation Wizard x

Shared Syztem Yolume
Specify the folder to be shared az the system walume. -!

-f..l"r

I
'h..,

The 5%'S%WOL folder stores the zerver's copy of the domain's public files. The contents
af the SY5W0L folder are replicated to all domain controllers in the damain.

The S%'S%W0L folder must be located on an MTFS wolume.

Enter a location for the S%'S% 0L folder.
Eolder lozation:

S| DO S Browsze. .. |

¢ Back Hest = I Cancel |

Hinh 7. 18 — Puong ddn thu muc SYSVOL

h. Hop thoai <DNS Registration Diagnostics>, kiém tra DNS hoat dong chua
(néu chua c6 sé& hién hop thoai cai dat DNS) (Hinh 7.19) — Nhan nut <Next>.

Active Directory Installation Wizard

DMS Reqistration Diagnostics
Yerify DMS support, ar install DNS on this computer,

Diagnostic Results

T he regiztration diagnostic has been wn 1 time.

DMS regiztration support for this domain controller has been venfied. To continue, click
I et

Details
The primary DHS zerver tested was: pe01.dalywyn [192.168.1.11]

The zone was: daly.vn

1)
‘U
¢ Back I Mest > ' Cancel |

Hinh 7. 19 — Kiém tra dich vu DNS

I. HOop thoai <Permissions> c0 2 option. <Permission compatible with pre-
Windows 2000 server operating systems> s€ tuong thich vdi cac version trude
Windows 2000. <Permission compatible only with Windows 2000 or
Windows Server 2003 operating systems> khi chac chan trong hé thong mang
chi c6 cac version tr Windows 2000 tr¢ [én — Chon option <Permission
compatible only with Windows 2000 or Windows Server 2003 operating
systems> (Hinh 7.20) — Nhan nat <Next>.
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Active Directory Installation Wizard x|

Permiszions
Select default permizzions for user and group objects. l.'":"
-

g

Some server programs, such as Windows NT Bemote dccess Service, read information

stored on domain controllers.

" Pemizzions compatible with pre“windows 2000 server operating systems
Select this aption if wou run server programs an prewindows 2000 server operating
zustemns or on Wwindows 2000 or Windows Server 2003 operating systems that are
mermbers of prewindows 2000 domainz.

& Anonvmous users can read information on this domain,

o éF'glmissions compatible only with *findowes 2000 or Windows Server 2003
inperating systems

Select this option if you run zerver programs only onwWindows 2000 or windows
Server 2003 operating syztems that are members of Active Directory domainz, Only
authenticated uzers can read information on thiz domain.

(2
< Back I HEHIQ Cancel |

Hinh 7. 20 — DC chi twong thich véi Windows 2002 hodc Windows 2003

J. Hop thoai <Directory Services Restore Mode Administrator Password> —
Nhép vao password can thiet khi server chay ché do <Directory Services
Restore Mode> — Nhan nut <Next>.

Active Directory Installation Wizard |

Directory Services Rezstore Mode Administrator Password .. g

Thiz pazsword iz uzed when pou start the computer in Directory Services Restare
tode.

Type and confirm the pazzword you want to azzign to the Administrator account uzed
when thiz server is started in Directary Services Restore Mode.

The restore mode Administrator account iz different from the dornain Administrator
account. The pazswords for the accounts might be different, eo be sure to remember

both.
Restore Mode Password: I'"'"""| @
Confirm pazsword: I"--""

For maore information about Directoy Services Restore Mode, see Active Directorny Help.
< Back I Mesit » | Cancel |
Hinh 7. 21 — Bat password cho dich vu khéi phuc DC
k. Hop thoai <Summary> (Hinh 7.22), tong két lai cac thong tin, néu sai x6t nhan
nut <Back> d¢é stra lai — Nhan nut <Next>.

Active Directory Installation Wizard .

Summary
Fieview and confirm the aptions you selected. r-.'

You chose to:
Configure thiz server as the first domain contraller in a new forest of domain trees. ;l

The new domain name is doly.vn. Thiz is alzo the name of the new forest.
The MetBIOS name of the domain iz DOLY
Database folder: C:AWINDOWSYNTDS

Log file folder: C:AWINDOWSANTDS
SSVOL folder: C:MWINDOWSLSYSYOL

To change an option, click Back. To begin the operation, click Mest.

< Back Mext. f Cancel |

Hinh 7. 22 — Théng két thong tin da thiét Idp
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l. Qua trinh thing cip thuc hién (Hinh 7.23) — Nhan <Finish> dé hoan tit —
Khoi dong lai may tinh.

Active Directory Installation Wizard

The wizard iz configuring Active Directory, This process can take several minutes or
conziderably langer, depending on the options vou have zelected.

Starting...

Hinh 7. 23 — Qud trinh thang cdp DC

7.1.4. Sw co thuwong gip
— Viéc khong tudn thu cac budc cai dit din dén khong thé thang cép.
— DNS chua phéan giai dugc (thuong do record PTR).

Bai 7.2. Join mdt may tinh vao mién

7.2.1. Yéu cau
— Join mot may vao mién doly.vn

7.2.2. Piéu kign thuc hién
— Hiéu r6 m6 hinh Client/Server.

— (€6 user dugc phép Logon locally.

7.2.3. Huéng dén thuwc hién
1. May tram c4u hinh IP ¢6 Perferred DNS server tro vé may DNS Server (thuong

la DC) (Hinh 7.24). M4y tram phai ping phai thdy may DC.
21x]

General |

‘fou can get IP settings assigned automatically if vour network supports
this capability, Otherwise, wou need to ask your nekwork administrator
for the appropriate IP setkings.

~ gbtain an IP address automatically
—{* Use the Following IP address:

IP address: 192 168 . 1 . 12

Subnet mask: I 255 , 255 .255 . 0
Defaulk gateway: I . . .

) Cbbaim DS servet address automatically

—{ Use the Following DNS server ad

Preferred DS server: 192 168 . 1 . 1]

Alternate DMS server:

advanced. .. |
[0]4 I Cancel |
Hinh 7. 24 — Tr6 Preferred DNS vé DNS Server
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2. Trén <Desktop> — Phai chudt 1én <My Computer> — Chon menu <Properties>
— Chon tab <Computer Name> — Nhén nit <Change...> — Trong <Member
of>, chon option <Domain> — Nhap tén mién <doly.vn> vao <Domain> (Hinh
7.25) — Nhan nut <OK>.

Computer Name Changes 2|

Yiou zan change the name and the membership of this
computer. Changes may affect acceszs to network resounces,

Computer narne:
|P|:c|2

Full computer name:

FCO2.

Mare... |

— Member of
%" Diomain: 1
Idul_l,l.w']

" Workgroup:
|WEIF|KI3F|EILIF'

1] 4 | Cancel |

Hinh 7. 25 — Join PC02 vao doly.vn
3. Trong hop thoai xac thyc, dung mét user trén DC dé join, user nay phai co quyén
Add Workstation to Domain. M6i user dugc phep join 10 lan — Xac thuc bang
Administrator (Hinh 7.26) — Nhan nut <OK> d¢ tién hanh join.
=>
L

Enter the name and password of an account with permission
ko join the domain,

Liser name: | € admiisteator =]

Password; I

carcel_|

Hinh 7. 26 — Join bang tai khoang Administrator

4. Hop thoai <Welcome to the doly.vn domain> thdng bao join vao mién thanh
cong — Nhan nat <OK> — Nhan nuat <Finish> — Khdi dong lai may tinh.

Computer Name Changes El

1 } Welcome ko the[)\\sj:rl';.-'.vn domain.

Hinh 7. 27 — Théng bdo join thanh c¢éng vao mién doly.vn
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5. Trong hop thoai <Log On to Windows>, nhan nat <Option> — Click mili tén
xudng cua <Log on to> — Chon logon vao mién <DOLY> — Nhan nut <OK>.

Log On ko Windows

/ '! Windows Serverzons

. Enterprise Edition
Lser name: | Adminiskrator
Password:
Log on ko: IDOL'f'
Cancel | Skt at, . | Ciptions =:<:|

H|nh 7. 28 — Ddang nhdp vao mién doly.vn
Bai 7.3. Tao OU (Organization Unit)

7.3.1. Yéu cau
— Tao mot don vi t6 chiic OU (Organization Unit)

7.3.2. Piéu kign thuc hi¢n
— C6 quyén quan trj mién.

7.3.3. Huéng din thyc hign
1. Vao <Start> — Chon <All Programs> — Chon <Administrative Tools> — Chon
<Active Directory Users and Computers> — HOp thoai <Active Directory Users
and Computers> hién ra — Phai chuét 1é€n tén mién <doly.vn> — Chon menu
<New> — Chon menu <Organizational Unit> — Hgp thoai <New Object> hién
ra — Nhiap tén OU vao <Name> (Hinh 7.29) — Nhén nat <OK>.

MNew Object - Organizational Unit x|
Create i doly.wnd

I arne;

Iku:ntt @

(] 4 | Cancel

Hinh 7. 29 — Tao OU kcntt

Bai 7.4. Tao user trén mién (Domain User)

7.4.1. Yéu ciu
— Tao user u2 trén AD (doly.vn).

7.4.2. Piéu kign thuc hién
— C6 quyén quan trj mién.
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7.4.3. Huong din thyc hi¢n
1. Vao <Start> — Chon <All Programs> — Chon <Administrative Tools> — Chon
<Active Directory Users and Computers> — Hop thoai <AD Users and
Computers> hién ra — Click vao ddu cong tén mién <doly.vn> (Hinh 7.30) —
Chon <Users> — Phai chuét 1én vung tréng — Chon menu <New> — Chon
menu <User>.

£# Active Directory Users and Computers

@ File  Action Wew ‘Window Help
¢ AF R FRR 2E BRbTYE

@ Active Directary Users and Computer SIS B0 RS
-0 saved Queries

E@ daly.vn Marme = Twpe De.scription = |

-2 Buikin € Administrator  User Builk-in account for admind.

|:| Computers ﬂECert Publishers  Security Group ... Members of this group are. ..

@ Damain Contrallers mDns.ﬁ.dmins Security Group ... DMS Administrators Group

|:| ForeignSecurityPrincipals !ﬁDnsUpdatePr. .. Security Group ... DNS clients whao are permi...

a Users mDDmain Admins  Security Group ... Designated administrataors, ..
mDomain Car.,, Security T Allnmeleckobicmg and sepye,
!ﬁDDmain Cont...  Security Dle_legate Contral... ollers in th...
mDDmain Guesks  Security A o0 [

€7 Domain Users  Security @- Computer
mEnterprise AL Secariby ) Tasks 3 Conkack

ﬁGrDup Policy ... Security Group

Guest User Refresh InetOrgPerson
mHelpSErvices. . Security Export List... M3MQ Queue Alias
€RAS and 145 ... Security  yiew Printer
mSchema fdmins  Security, —— O User
€5 SUPPORT 38, User AEEE (e Shared Folder
!ﬁTeInetClients Security  Ling up Icons ]/ TP
g ul ser Propetties

@ Help

i

Hinh 7. 30 —Tao user trong AD

2. Trong hop thoai <New Object — User>, nhap tén user <u2> trong <First name>
(Hinh 7.31) — Nhap vao tén dung d€ logon <u2> trong <User logon name> —
Nhan nut <Next>.

New Object - User |

ﬁ Create inc  doly wn/Users

First narne: |u2 Initials: I
)

Last name: I

Full narne: |u2

Uzer logon name:

|U2 I@du:uly.vn j
Uzer logon name [pre-wWindows 2000];

IDEILY‘» |u2

(2
Ny @
< Back I Mesut > I Cancel
Hinh 7. 31 —Nhdp thong tin cho user
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3. Tiép tuc nhap vao password (phtrc tap) trong <Password>, <Confirm password>
—s G4n cac chinh sach cho account — Nhéan nut <Next> — Nhéan nat <Finish>.

Bai 7.5. Tao group trén AD

7.5.1. Yéu ciu
— Tao group G1 trén mién doly.vn.

7.5.2. Diéu kign thuc hién
— C6 quyén quan tri mién.

7.5.3. Huéng dén thuc hién
1. Vao <Start> — Chon <All Programs> — Chon <Administrative Tools> — Chon
<Active Directory Users and Computers> — HOp thoai <AD Users and
Computers> hién ra — Click vao dau cong tén mién <doly.vn> — Phai chuot 1én
ving tring — Chon menu <New> — Chon menu <Groups> — Nhap <Group
name: G1> (Hinh 7.32) — Nhin nat <OK>.

Mew Object - Group x|

@ Create i daolv2.vnidolyz

oD Mare:
| &l

Group name (pre-yWindows 20007:

|-:;1
GFoup SCope Group bvpe
" Domain local ' Security
¥ Global ™ Distribution
£ Universal

K I Cancel

Hinh 7. 32 — Tao group G1 trén AD

Bai 7.6. Tra loi cac cau héi
a. Phan biét quyén hé thng (rights), quyén truy cap (Share permission va NTFS
permission).
b. Tét chinh sach password: hon 7 ky tu va phic tap.
c. Thiét 1ap chinh sach cho phép nhom users ding nhap vao hé thong.
d. Tai sao khi thang cap 1én mién phai cai dich vu DNS va tr¢ IP Preferrerd DNS vé
chinh minh.

Bai tdp mgng may tinh va quan tri mang Trang 93



Chuong 7 - M0 hinh Client/Server

> Q — oo

Cho bang NTFS permission nhu sau

Trinh bay diéu kién dé mot may c6 thé gia nhip vao mién.
Trinh bay kién trac cia AD.
Trinh bay khai niém Profile va Home directory.

Folder C:\Public Folder C:\Private

Folder C:\Limit

ul |doc, ghi

chi doc

cam doc

u2 | doc, ghi

chi doc

chi doc

e Tao thu muc va thiét 1ap quyén nhu trong trén.

e Thiét lap quyén sao cho ul, u2 chi duoc quyén x06a file va folder do minh
tao ra trong thu muc C:\Public.

i. Cho biét két qua cuia viéc két hop cac quyén permission

Share permission NTFS permission Két qua
Full Modify

Read Read & List Folder Content

Change Read

Read Write

Change Modify

J. Tao ra mot file kich ban cai dat, tim hiéu va ghi nhén lai cac thong ) trong file

nay.
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CHUONG 8 - DICH VU DHCP

X/

< Muc tiéu chwong 8
Sau khi hoc xong sinh vién:
— Quan ly dugc dich vu DHCP.

Bai 8.1. Cai dat dich vu DHCP trong Windows Server 2003

8.1.1. Yéu ciu
— Cai dat dich vu DHCP trong Windows Server 2003 theo (Hinh 8.1).

;: ! VMware, VMnet2 #!

- - “-_-..-‘ - = ,____‘
PC01 PC02
DHCP Server DHCP Client
IP:  192.168.1.11/24 IP:  Obtain an IP address automatically
GWV: 192.168.1.1 DNS: Obtain DNS server address automatically
DNS: 8.8.8.8

Hinh 8. 1 — M6 hinh mang dich vu DHCP

8.1.2. Piéu ki¢n thuc hién
— Hiéurd nguyén tac hoat dong cua dich vy DHCP.

8.1.3. Hudng dén thwc hién

1. PCO1: <Start> — Chon menu <Control Panel> — Chay <Add/Remove
Programs> (Hinh 8.2.) — Nhan nut <Add/Remove Windows Components>.

% Add or Remove aogr:an;s R - - = |D[_>ﬂ

Currently installed programs:

[T show updates

To remove this program fro r computer, click Remove, m

BB Adobe Reader 8.1.3

Size  86.60MB
ER cCalendarium v2.72 Size 4.35MB
£3 FLV Player 2.0, build 24 Sze  1.91MB
84 HD Tach version 3 Size  5.22MB

H9 Intel(R) PRO Metwork Connections Drivers
H K-Lite Codec Pack 2.52 Full

Size 17.28MB

Hinh 8. 2 — Add or Remove Programs (appwiz.cpl)

2. Trong hop thoai <Windows Components>, Chon muc <Networking Services>
(Hinh 8.3) — Nhan nut <Details...>.
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Windows Components Wizard  _aa

Windows Components
You can add or remove components of Windows,

To add of remove a component, click the checkbox. 4 shaded box means that only
part of the component will be installed. To see what's included in a component, click

!

oY Vel

Details.
Components:
| & Intemet Explorer Enhanced Secuity Configuration 0.0MB ‘:j
5“‘] Managemenl and Munltmng Tools 6.3 MB
x : | 27ME
_._,.:] Other Netwmk Flle and Print Services @ 0.0MB
=_ | &% Bemnte Starane 4 7 MR :l

Description:  Containg a variety of specialized, network-related services and protacols.

Total disk space requiredt 4418 Disia @
Space available on disk: 9109.2 MB e
<Back [ News |  Cancel | Hep |

Hinh 8. 3 — Windows Components

3. Hop thoai <Subcomponents of Networking Services>, check <Dynamic Host
Configuration Protocol (DHCP)> (Hinh 8.4) — Nhan nat <OK>.

Networking Services -

. icomponents of Networking Services:

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. To see what's included in a component, click Details,

S|

tjDornaln Name System [DNS]

addresses to client computers on the same network.
Total disk space required: 4.4 MB
Space available on disk: 9109.2 MB

Descrption:  Sets up a DHCP server that automatically assigns temporary IP

1.7 MB
0nMe

ﬂ
0.0 ME

oame xJ

Hinh 8. 4 — Cai dich vu DHCP

4. Trong hop thoai <Windows Components Wizard>, nhan nat <Next>, Windows
s€ tién hanh cai dat DHCP, kiém tra IP tinh cua Server, hoi source Windows
Server 2003 — Hop thoai <Completing the Windows Components Wizard>,

nhan nat <Finish>.

5. <Start> — Chon <Programes> — Chon <Administrative Tools> — Chon
<DHCP> — H{p thoai <DHCP>, phai chudt 1én tén server <PC01> — Chon

menu <New Scope...> (Hinh 8.5).

File E&tim i Help ‘
= | 1 XFR | 2®|E |
Dors
=+ (7 5¢ Display Statistics... -
T I Add a Scope
Mew Multicast Scope..,

Hinh 8. 5 — Tao Scope cho DHCP

Bai tdp magng may tinh va quan tri mang

Trang 96



Chuwong 8 - Dich vu DHCP

6. Trong hop thoai <Welcome>, nhan nut <Next> — Trong hop thoai <Scope
Name>, nhdp vao tén cua scope muon tao <Name: PKeToan — Nhap

<Description: cap IP dong cho phong ke toan> (Hinh 8.6).

New Scope Wizard

Scope Name e
You have to provide an identifying scope name. You also have the option of

providing a dezcription,
Type a name and description for this scope. This infarmation helps you quickly idertify

how the scope is to be used on your netwark.

I ame: IPKETDEH @

Description: Icap IP dong cho phong ke toar

< Back I MNest :@ Cancel |

Hinh 8. 6 — Ddt tén cho scope

7. Trong hop thoai <IP Address Range>, nhap vao pham vi cdp IP <Start IP
address: 192.168.1.100> — nhap <End IP address: 192.168.1.200> — <Length:

24> (Hinh 8.7) — Nhén nat <Next>.
IP Address Range
You define the scope addiess range by identifying a set of consecutive P

addresses.
Enter the range of addresses that the scope distributes.

Start IP address: |192.158. 1 .100
@ nhap pham vi cap IP

End|P address: | 192.168. 1 . 200

A subniet mask defines how many bits of an IP address to use for the network/subnet
1D and how many bits to use for the host |D. You can specify the subnet mask by

length or as an IP address.

Length: |24 _% @ nhap Subnet mark
Subnet mask: |255.255.255. 0

< Back R 'J Cancel |

Hinh 8. 7 — Thiét Idp pham vi cap IP

8. Trong hop thoai <Add Exclusions>, nhap <Start IP address: 192.168.1.100> —
Nhan nit <Add> — Nhap <Start IP address: 192.168.1.198> — Nhap <End 1P
address: 192.168.1.200> (Hinh 8.8) — Nhan ntt <Add> — Nhan ntat <Next>.

New Scope Wizard

Add Excluzions
Exclusions are addiezses or a range of addreszes that are not distributed by the

SEIVE,
Type the |P address range that pou want to exclude. [ pou want to exclude a single

addrezs, type an z in Start IP addrezs only.
Start IP address: End IP address:

| Add

Excluded address range:
b ], Remove |

192.168.1.198 to 152.168.1. 200

3)

< Back | Hewut » | Cancel

Hinh 8. 8 — Loai trur IP
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9. Hop thoai <Lease Duration>, quy dinh thoi han cho thué IP, dé mic dinh 8 ngay

(Hinh 8.9) — Nhin nut <Next>.

MNew Scope Wizard

Lease Duration
The lease duration specifies how long a client can uge an |P address from thiz
ZCOpE.
Lirnited ba:
D ang: Haours: Minutes:

=

=

2)

< Back Mest = I Cancel

Hinh 8. 9 — Thoi han cho thué IP

10. Trong hop thoai <Configure DHCP Options>, chon option <Yes, | want to

configure these options now> (Hinh 8.10) — Nhén n(t <Next>.

Mew Scope Wizard

Do wou want bo configure the DHCP options far thiz scope now?

¥ ¥ez | want to configure these options now

™ Mo, | will configure these options |ater

Configure DHCP Options
You have to configure the most cammaon DHCP options befare clents can use the \
sCNne

2

¢ Back I Mest > I Cancel |

Hinh 8. 10 — Thiét ldp cdc théng sé di kém

11. Trong hdp thoai <Router (Default Gateway)>, nhap <IP address: 192.168.1.1>

(Hinh 8.11) — Nhén nit <Add> — Nhan nit <Next>.

New Scope Wizard

Router [Default Gateway]
Y'ou can gpecify the routers, or default gatewans, to be distributed by this scope.

Q

To add an IP address for a router uged by clients, enter the address below.

|P addrezs: @ @
I | . . ) Aodd I
192 168.1.1 Bemove |

Up

g

[

(3)

Mewt > | Cancel

Hinh 8. 11 — Cdp Default Gateway
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12. Trong hop thoai <Domain Name and DNS Servers>, nhap IP cua DNS server
IP address: 192.168.1.1> (Hinh 8.12) — Nhan ntat <Add> — Nhan nat <Next>.

MNew Scope Wizard

Domain Name and DNS Servers T
The Damain Mame System [DMNS] maps and translates domain names used by

clientz on pour network,

Y'ou can specify the parent domain you want the client computers on your netwark, to use for

DMS name regolution. @
Parent domain: oly. v

To configure zcope clients to use DMS zervers on your network, enter the IP addreszes for thoze

SEIVETS.
Server name: IP addresz: @

| i . . A

Fezolve | 132.168.1.1 Remove |

R
Dawm |

=0
< Back Mest » | Cancel |

Hinh 8. 12 — Cdp DNS server
13. Trong hop thoai <WINS Servers>, nhan nat <Next> — Trong hop thorai
<Activate Scope>, chon option <Yes, I want to activate scope now> — Nhan
nat <Next> — Trong hop thoai <Completing the New Scope Wizard>, nhan nit
<Finish>. Xem thong tin cap IP cia DHCP server (Hinh 8.13).

@ DHCP Address Pool

E1- [ pe1 [192.168.1.11]

g

Sk 55 5
B- Scope 1S £5.1.0] PKeTo.
,ﬂlddw F....|; ([ B152.168.1.198 192.168.1.200 s oy 1 i
' S Bz 1681100 192,14 ay oal tru

----- @ Address Leases ,
..... @reservations ([IDzes100 192.169120>d4y |P cép

----- (@ Scope Options

@ DHCP

@. poil [192.168.1.11] —— = - Uniaus ID
= D Scope [192.168.1.0] PKeTo. |—mpme——tiit fRE | Qe
®#1oz,165.1.100 P02, 6{28/2011 3:55:11 PM  DHCP  000c29284466

{7 Address Roa - B
3 Address Leases da cap cho PC02

----- [ Bl Reservations

Hinh 8. 13 — Théng tin cdp IP ciia DHCP server

14. PC02: Phai chudt <My Network Places> — Phai chuét I&n connection ndi véi
DHCP server — Chon menu <Properties> — Chon tab <General> — Nhan n(t
<Properties> — Nhan dup <Internet Protocol TCP/IP> — Chon option <Obtain
an IP address automatically> — Chon option <Obtain DNS server address
automatically> — Nhan nt <OK> — Dong tat ca cac cira so.

Address Leases

Lease Expiration

15. <Start> — <Run> — G0 Iénh <ipconfig /release>, x6a IP dong — <ipconfig
[renew>, yéu cau cip IP dong — <ipconfig /all>, xem IP duogc cap.
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Bai 8.2. CAu hinh DHCP trong Windows Server 2003

8.2.1. Yéu ciu
— CAu hinh cac thong s6 DHCP server trong Windows Server 2003.

8.2.2. Diéu kign thuc hién
— C6 quyén quan trj hé théng.

8.2.3. Huéng dén thuc hi¢n

1. <Start> — <Run> — Hop thoai <DHCP>, phai chudt <Scope Options> — Chon

menu <Configure Options...> (Hinh 8.14).

File  Ackion YWew Help

98 pHCP

&= | DE BB 2| &

@ DHCP Scope Dptions
= [ peo1 [192,168.1.11]

Yendar Yalue

= Scope [192.168.1.0] PKeTo, &5
. [ Address Pool ‘ "

Standard  192.163.1.1
Standard  192.163.1,

CE Server Options-__ 2onfigure Options. ..

Yiew k

Refresh
Expart Lisk. ..

Help

Mone
Mone
Mone

Hinh 8. 14 — Cdu hinh cdc théng sé trong DHCP server

2. Trong hop thoai <Scope Options>, chon check <003 Router> cép default
gateway — Chon check <006 DNS Servers> (Check vao cac thong so khac can

cap kém theo IP) (Hinh 8.15) — Nhan ntt <OK>.

General I fdvanced I

.é-,vaﬂ”éEE_ElptiDns
003 Router

[ 004 Time Server
[ 005 Mame Servers
N6 DS Servers

| Dezcrption -

Array of ru:uut_I

@ Arran af timne
Arrap af nan
Array of DM -

| o

2

Q | (] Cancel | Apply |

Hinh 8. 15 — Cdp Default Gateway va DNS server

|

— Drata entry

Bai tdp magng may tinh va quan tri mang

Trang 100



Chuwong 8 - Dich vu DHCP

Bai 8.3. Cip IP danh riéng (IP revervation)

8.3.1. Yéu ciu
— CAu hinh IP danh riéng (IP revervation).

8.3.2. Piéu kign thuc hién

— C6 quyén quan trj hé théng.

8.3.3. Huéng dén thuc hi¢n

1. <Start> — <Run> — Hop thoai <DHCP>, phai chudt <Reservations> — Chon
menu <New Reservation...> (Hinh 8.16).

& pHep
=1 [y pc01 [192.168.1.11]
=] Scope [192.168,1.0] PKeTo.

"
Address Pool ‘:!f) Reservations

Reservations

address Leases
'-ﬁﬁ}F!.e::er‘-.-‘ati-:.rﬂ .
@ Scope Opkio Mew Reservation. .,

Hinh 8. 16 — Cdp IP riéng
2. Trong hop thoai <New Reservations>, nhap <Reservations name: KTPrinter>
(Hinh 8.17) — Nhap <IP address: 192.168.1.101> — Nhap <MAC address>

(phai xem MAC cua host va nhap khong dau cach) — <Description: may in
phong ke toan> — Chon option <Both> — Nhan nut <Add> — Nhan nut

In ensures that a DHCP dlien

<Close>.
21|
Provide information for a reserved client,
Beservation name: IKT Prirter
IP address: [192.168. 1 101
MAC address: |unnc29284455
Description: I"'"a}' in phong ke toan

— Supported tppes
* Both

= DHCF anly

" BOOTF anly @
Add I Cloze

Hinh 8. 17 — Cdp IP riéng cho MAC Address

3. Phai chut <KTPrinter> — Chon menu <Configure Options..> dé céu hinh cac
thong so cho KTPrinter (Hinh 8.18).
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&2 DHCP [192.168.1.101] KTPrinter
(¥} .

=[G peit [192,168,1,11] 7
E||:| Stops [152,168.1,0] PKeToan Cption Marme

(7 Address Pool
: f@ fddress Leases
EH:E Reservatinn
R NS~ F 127,165, 1.101] KTPrinter %
: @ Scope Op
..-[ZH Server Options

Skandard 192.168.1.1
DS Servers Standard 192,163,
#0115 DNS Domain Hame

Configure Opkions. ..

i 4

Hinh 8. 18 — Cdp cdc théng so di kém
Bai 8.4. Thiét 1ap DHCP server trén Cisco Packet Tracer

8.4.1. Yéu cau
— Sir dung Cisco Packet Tracer thiét 1ap mé hinh DHCP (Hinh 8.19).

Server-PT
DHCP PO

Hinh 8. 19 — M6 hinh cdp IP trong Cisco Packet Tracer

8.4.2. Piéu ki¢n thuc hién
— ba doc tai liéu hudng dan su dung Cisco Packet Tracer.

8.4.3. Hudng dén thuc hién
1. Dung Cisco Packet Tracer thiét Iap mo hinh.
2. Nhap dlp <DHCP server> — Chon tab <Desktop> — Chon <IP Configuration>
— Nhap <IP Address: 192.168.1.1> (Hinh 8.20) — <Subnet Mask:
255.255.255.0>.

IP Configuration
IP Address 192.168.1.1
Subnet Mask 255, 255.255.0
Default Gateway

Hinh 8. 20 — Cdu hinh IP tinh cho DHCP server
3. Chon tab <Config> — Chon <DHCP> (Hinh 8.21) — Chon dong <ServerPool
0000...> (phia duéi) — Chon option <On> — <Default Gateway: 192.168.1.1>
— <DNS Server: 192.168.1.1> — <Start [P Address: 192.168.1.100> —
<Subnet Mask: 255.255.255.0> — <Maximum number of Users: 100> — Nhan

nat <Save>.
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Fhysical | Config | Desktop

GLOBAL DHCP
Settings
Algorithm Settings Sarvice & on O off
SERYICES
HTTR Pool Mame [serverPool
[I Default Gateway |197.168.1.1
U DMS Server 102.168.1.1
DMNS
Start IP Address : 192 168| |1 | |100]
SYSLOG
AA Subnet Mask: 255| |255| [255] o |
W Maximum number |15|5
EMAIL of Users :
[I TFTP Server: |D.D.D.D
INTERFACE
[M [ Add ] E Save Pemove
Pool Marme Default Gat DNS Server Start IP Addre| Subnet Mask
serverPool 192,168.1.1 192,168.1.1 192,168,1,100 255,255,255.0 1
< | >

Hinh 8. 21 — Cdu hinh DHCP

4. Nhan dup <PC0> — Chon tab <Config> — Nhan nut <FastEthernet> — Trong
<IP Configuration>, chon option <DHCP> — Chon tab <Desktop> — Chon
<Command Prompt> — G0 Iénh <ipconfig /all>.

Bai 8.5. CAu hinh DHCP server trén thiét bi

8.5.1. Yéu cau
— CAu hinh DHCP server trén thiét bi DrayTek (trén web gia lap).

8.5.2. Diéu kién thuc hign
— P doc tai liéu huéng din str dung thiét bi.

8.5.3. Huwong din thwc hién

1. M¢ <Internet Explorer> — Vao trang <draytek.com> — Chon menu <Support>
— Chon menu <Live Web Demo> (Hinh 8.22).

dravtek, com/user/index: php

rayTek

MyVigor E-Newsletter Login Global { English )

About DrayTek Products Education Partr
FAQ
Application Notes
Trouble Shooting
Downloads

Live Web Demo

E-mail to Support

Hinh 8. 22 — Trang draytek.com Live Web Demo (gid ldp thiét bi)
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Chwong 8 - Dich vu DHCP

2.

ADSL2/2+ Modem

Quick Start Wizard nge available, feature sets and local support varies in different local markets.
Online Status supportadraytek.com or the local supplier for the exact product specification.”

Internet Access

I;,:Ii':neral Setup figuration DHCP Server Cunfigqratinn

b Static Route (®)Enahle Server () Disable Server

NAT 192.168.1 1 Start IP Address 192.168.1.100 |
Firewall 255 255 285, IP Pool Counts

Objects Setting Gateway IP Address [192.168.1.1 |

Applications
System Maintenance
Diagnostics

Chon <Vigor 120..> — Chon menu <LAN> — Chon menu <General Setup> —
Muc <DHCP Server Configuration>, chon option <Enable Server> — Nhap
<Start IP Address: 192.168.1.100> (Hinh 8.23) — <IP Pools Count: 100> —
<Gateway IP Address: 192.168.1.1> — <Primary IP Address: 192.168.1.1> —
Nhan nat <OK>.

Wigor120

p

d DHCP Setup

DNS Server IP Address
Primary 1P Address 192.168.1.1 |

Secondary IP Address | |

Hinh 8. 23 — Web gid ldp thiét bi Vigorl20

Bai 8.6. Tra loi cac cau hoi

S@ ™o oo o

Trinh bay qua trinh hoat dong ctiia DHCP.

Néu cac diéu kién dé cai dit DHCP.

Trinh bay mot s6 thong sé cap kém IP ma ban biét.

Trinh bay khai niém IP reservation.

Néu céc su ¢b hay gip va cach khic phuc su ¢b do.

Trong mdi truong domain (Win2K3) mudn DHCP hoat dong phai 1am gi, vi sa0?
Trinh bay va giai thich d6 wu tién cap IP trong hé théng mang.

Trinh bay y nghia cua: Address Pool, Address Leases, Reservations, Scope
Options.
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